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 اعتمادسازی در زنجیره بلوکی 

 

 

 نیاز از اصل اعتمادسازی بی  کاملا یک سیستم : 1-2شکل 

 

 

 

 گرفتن مسافت سیستم تراکنشی بدون در نظر :  2-2شکل 
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 ی بلوکی  زنجیرهیک   یواسطه  با تراکنش: 3-2شکل 

 رمزنگاری کلید عمومی 
 

 

 رمزنگاری کلید عمومی با استفاده از صحت یک تراکنش   تائید: 4-2شکل 
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 برای جلوگیری از دوباره خرج کردن پول  سیستم اجماع :  5-2شکل 

 اجماع
 

 

 با رویکرد استخراج  سیستم اجماع :  6-2شکل 
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 کنندگانی بلوکی در فرآیند استخراج و رقابت میان استخراج: چند شاخه شدن زنجیره 7-2شکل 

 ها هش و ساختار داده

 

 

 طرفه خطی: لیست پیوندی یک 8-2شکل 

 مرکل درخت

 

 : درخت مرکل 9-2شکل 
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 ی بلوکی : اثبات عضویت یک گره در یک زنجیره10-2شکل 

 کویناستخر استخراج بیت

 

 استخرها این حجم استخراج در  و استخراج معتبر : 11-2شکل 
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 2003تا سال کوین  بیت میزان تولید : 12-2شکل 

 انشعاب

 

 

فعال را در خود   یکنندهای است که بیشترین استخراجترین زنجیره استاندارد طولانی  یزنجیره :  13-2شکل 

 . دارد
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 کیف پول

 

 Armoryکیف پول : نمایی از  14-2شکل 

 

 

 

 کیف پول کاغذی : مراحل ایجاد 15-2شکل 

 

https://bitcoinarmory.com/
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 کاغذی   کیف پول: ایجاد 16-2شکل 

 

 

 

 

 

 

 

 

 

 

 

 



  

 

 

 

 

 

 

 فصل سوم 

 گون بیضی یمنحن  تالِی جی د ی امضا تمیالگور
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 ECDSA تم ی: الگور1-3 شکل 

  گونبیضی یمنحن

 
 گونبیضی  ی : منحن2-3 شکل 
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class Point: 

 

    def __init__(self, x, y, a, b): 

        self.a = a 

        self.b = b 

        self.x = x 

        self.y = y 

        if self.y**2 != self.x**3 + a * x + b:   

            raise ValueError('({}, {}) is not on the 

curve'.format(x, y)) 

 

    def __eq__(self, other):   

        return self.x == other.x and self.y == other.y \ 

            and self.a == other.a and self.b == other.b 
 

 و خطای متناظر با آن Point ءشی ایجاد 

>>> from ecc import Point 

>>> p1 = Point(-1, -1, 5, 7) 

>>> p2 = Point(-1, -2, 5, 7) 

Traceback (most recent call last): 

  File "<stdin>", line 1, in <module> 

  File "ecc.py", line 143, in __init__ 

    raise ValueError('({}, {}) is not on the 

curve'.format(self.x, self.y)) 

ValueError: (-1, -2) is not on the curve 

 

 

 
 point addition : 3-3شکل 

1 

2 
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 پایتون در   Point addition کد
>>> from ecc import Point 

>>> p1 = Point(-1, -1, 5, 7) 

>>> p2 = Point(-1, 1, 5, 7) 

>>> inf = Point(None, None, 5, 7) 

>>> print(p1 + inf) 

Point(-1,-1)_5_7 

>>> print(inf + p2) 

Point(-1,1)_5_7 

>>> print(p1 + p2) 

Point(infinity) 

----------------------------------------------------------- 

 

 

class Point: 

 

    def __init__(self, x, y, a, b): 

        self.a = a 

        self.b = b 

        self.x = x 

        self.y = y 

        if self.x is None and self.y is None:   

            return 

        if self.y**2 != self.x**3 + a * x + b: 

            raise ValueError('({}, {}) is not on the 

curve'.format(x, y)) 

 

    def __add__(self, other):   

        if self.a != other.a or self.b != other.b: 

            raise TypeError('Points {}, {} are not on the 

same curve'.format 

            (self, other)) 

 

        if self.x is None:   

            return other 

        if other.x is None:   

            return self 

 

 

 

 

1 

2 

3 

4 
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 پارامترها 

 

 

 secp256k1گون بیضی  ی : منحن4-3 شکل 

 

 
 است.   G یکننده  دیتولی نقطه  ک یگون شامل بیضی  ی: هر منحن5-3 شکل 
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 ( ینهشتهم) یضرب وارون

 

def inverse(a, m = $p) 

  m_orig = m # store original modulus 

  a = a % m if a < 0 # make sure a is positive 

  prevy, y = 0, 1 

  while a > 1 

    q = m / a 

    y, prevy = prevy - q * y, y 

    a, m = m % a, a 

  end 

  return y % m_orig 

end 

 کردن  دو برابر 
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 کردن اضافه 

 

 

 دو برابر کردن و اضافه کردن   الگوریتم

  

 

 add()  :3pبه همراه یک عملیات   ()doubleبرابر است با یک عملیات   دقیقاا p*3 ضربحاصل : 8-3شکل 

= 2p + p 
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 ی و خصوص یعموم یدهایجفت کل  دیتول

 

 
  دیکل Q، نقطه( ک یاست ) دکنندهیتول ینقطه  G، (حیعدد صح  کیاست )  ی خصوص د یکل d: 9-3شکل 

 نقطه(  کیاست )  ی عموم

 امضا 

 
 امضا   هایبخش : 10-3شکل 
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 : بررسی معتبر بودن امضا 11-3شکل 

 

 آن  تائیدو  امضاکد 

# Python 2.7.6 - Super simple Elliptic Curve Presentation. 

No imported libraries, wrappers, nothing. # For educational 

purposes only 

# Below are the public specs for Bitcoin's curve - the 

secp256k1 

Pcurve = 2**256 - 2**32 - 2**9 - 2**8 - 2**7 - 2**6 - 2**4 -

1 # The proven prime 

N=0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCE6AF48A03BBFD25E8C

D0364141 # Number of points in the field 

Acurve = 0; Bcurve = 7 # This defines the curve. y^2 = x^3 + 

Acurve * x + Bcurve 

Gx = 

550662630222773436695787188951685343262506034537775941755001

87360389116729240 

Gy = 

326705100207588169780830851305070431844712733806592432759389

04335757337482424 

GPoint = (Gx,Gy) # This is our generator point. Tillions of 

dif ones possible 

#Individual Transaction/Personal Information 

privKey = 

752635187075981849879163780219396735860556147319575075929044

38851787542395619 #replace with any private key 

RandNum = 

286956185438058443321138297203732852104207394385708832038396

96518176414791234 #replace with a truly random number 

HashOfThingToSign = 

860321123191016110461769718280936696377728562727734592973237

97145286374828050 # the hash of your message/transaction 

 

def modinv(a,n=Pcurve): #Extended Euclidean 

Algorithm/'division' in elliptic curves 

    lm, hm = 1,0 
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    low, high = a%n,n 

    while low > 1: 

        ratio = high/low 

        nm, new = hm-lm*ratio, high-low*ratio 

        lm, low, hm, high = nm, new, lm, low 

    return lm % n 

 

def ECadd(xp,yp,xq,yq): # Not true addition, invented for 

EC. It adds Point-P with Point-Q. 

    m = ((yq-yp) * modinv(xq-xp,Pcurve)) % Pcurve 

    xr = (m*m-xp-xq) % Pcurve 

    yr = (m*(xp-xr)-yp) % Pcurve 

    return (xr,yr) 

 

def ECdouble(xp,yp): # EC point doubling,  invented for EC. 

It doubles Point-P. 

    LamNumer = 3*xp*xp+Acurve 

    LamDenom = 2*yp 

    Lam = (LamNumer * modinv(LamDenom,Pcurve)) % Pcurve 

    xr = (Lam*Lam-2*xp) % Pcurve 

    yr = (Lam*(xp-xr)-yp) % Pcurve 

    return (xr,yr) 

 

def EccMultiply(xs,ys,Scalar): # Double & add. EC 

Multiplication, Not true multiplication 

    if Scalar == 0 or Scalar >= N: raise Exception("Invalid 

Scalar/Private Key") 

    ScalarBin = str(bin(Scalar))[2:] 

    Qx,Qy=xs,ys 

    for i in range (1, len(ScalarBin)): # This is invented 

EC multiplication. 

        Qx,Qy=ECdouble(Qx,Qy); # print "DUB", Qx; print 

        if ScalarBin[i] == "1": 

            Qx,Qy=ECadd(Qx,Qy,xs,ys); # print "ADD", Qx; 

print 

    return (Qx,Qy) 

 

print; print "******* Public Key Generation *********" 

xPublicKey, yPublicKey = EccMultiply(Gx,Gy,privKey) 

print "the private key (in base 10 format):"; print privKey; 

print 

print "the uncompressed public key (starts with '04' & is 

not the public address):"; print "04",xPublicKey,yPublicKey 

 

print; print "******* Signature Generation *********" 

xRandSignPoint, yRandSignPoint = EccMultiply(Gx,Gy,RandNum) 

r = xRandSignPoint % N; print "r =", r 

s = ((HashOfThingToSign + r*privKey)*(modinv(RandNum,N))) % 

N; print "s =", s 

 

print; print "******* Signature Verification *********>>" 

w = modinv(s,N) 

xu1, yu1 = EccMultiply(Gx,Gy,(HashOfThingToSign * w)%N) 

xu2, yu2 = EccMultiply(xPublicKey,yPublicKey,(r*w)%N) 

x,y = ECadd(xu1,yu1,xu2,yu2) 

print r==x; print 
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 کوین در بیت ECDSA تم یالگور

 ی عموم دیکل کی جاد یا

 

 
 قرار داد.  یخروج ک یشدهقفل   پت ی اسکر ی در بالا توان می را   ی عموم دیکل ک: ی 12-3شکل 

 

 
 گون متقارن است. : منحنی بیضی 13-3شکل 
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 تراکنش  کی کردن  مضاا

 
 یک تراکنش  امضای : 14-3شکل 

 

  
 کوین یک تراکنش در بیت   امضایفرایند  15-3شکل 
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 :تراکنش کی جاد یا

 
 : فرآیند ایجاد تراکنش 16-3شکل 

 

 : تراکنش یهابه داده امضاالصاق نوع هش 

 
 تراکنش   هایداده : الصاق نوع هش به انتهای 17-3شکل 
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   :s نیی استفاده از مقدار پا

 
  xکند، اما مختصات ی را محاسبه م   ینقاط مخالف منحن ی هنگام اعتبارسنج ،sمقدار  قرینه: 18-3شکل 

 خواهد بود.  یکسان   ،نقطه ینسوم

 

 :  تراکنش باز کردن قفل جاد یا

 
 : باز شدن قفل ورودی 19-3شکل 
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 ECDSA تمیبر الگور یشده مبتن امضا تراکنش  پایتونکد 
#!/usr/bin/env python3 

import collections 

import hashlib 

import random 

 

EllipticCurve = collections.namedtuple('EllipticCurve', 'name 

p a b g n h') 

curve = EllipticCurve( 

    'secp256k1', 

    # Field characteristic. 

    p = 

0xfffffffffffffffffffffffffffffffffffffffffffffffffffffffeffff

fc2f, 

    # Curve coefficients. 

    a=0, 

    b=7, 

    # Base point. 

    g = 

(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f

81798, 

0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10

d4b8), 

    # Subgroup order. 

    n = 

0xfffffffffffffffffffffffffffffffebaaedce6af48a03bbfd25e8cd036

4141, 

    # Subgroup cofactor. 

    h=1, 

) 

# Modular arithmetic 

########################################################## 

 

def inverse_mod(k, p): 

    """Returns the inverse of k modulo p. 

    This function returns the only integer x such that (x * k) 

% p == 1. 

    k must be non-zero and p must be a prime. 

    """ 

    if k == 0: 

        raise ZeroDivisionError('division by zero') 

    if k < 0: 

        # k ** -1 = p - (-k) ** -1 (mod p) 

        return p - inverse_mod (-k, p) 

    # Extended Euclidean algorithm. 

    s, old_s = 0, 1 

    t, old_t = 1, 0 

    r, old_r = p, k 

    while r != 0: 

        quotient = old_r // r 

        old_r, r = r, old_r - quotient * r 

        old_s, s = s, old_s - quotient * s 

        old_t, t = t, old_t - quotient * t 

    gcd, x, y = old_r, old_s, old_t 

    assert gcd == 1 
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    assert (k * x) % p == 1 

    return x % p 

 

# Functions that work on curve points 

######################################### 

def is_on_curve(point): 

    """Returns True if the given point lies on the elliptic 

curve.""" 

    if point is None: 

        # None represents the point at infinity. 

        return True 

    x, y = point 

    return (y * y - x * x * x - curve.a * x - curve.b) % 

curve.p == 0 

 

def point_neg(point): 

    """Returns -point.""" 

    assert is_on_curve(point) 

    if point is None: 

        # -0 = 0 

        return None 

    x, y = point 

    result = (x, -y % curve.p) 

    assert is_on_curve(result) 

    return result 

 

def point_add(point1, point2): 

    """Returns the result of point1 + point2 according to the 

group law.""" 

    assert is_on_curve(point1) 

    assert is_on_curve(point2) 

    if point1 is None: 

        # 0 + point2 = point2 

        return point2 

    if point2 is None: 

        # point1 + 0 = point1 

        return point1 

    x1, y1 = point1 

    x2, y2 = point2 

    if x1 == x2 and y1 != y2: 

        # point1 + (-point1) = 0 

        return None 

    if x1 == x2: 

        # This is the case point1 == point2. 

        m = (3 * x1 * x1 + curve.a) * inverse_mod(2 * y1, 

curve.p) 

    else: 

        # This is the case point1 != point2. 

        m = (y1 - y2) * inverse_mod(x1 - x2, curve.p) 

    x3 = m * m - x1 - x2 

    y3 = y1 + m * (x3 - x1) 

    result = (x3 % curve.p, 

              -y3 % curve.p) 

    assert is_on_curve(result) 

    return result 
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def scalar_mult(k, point): 

    """Returns k * point computed using the double and 

point_add algorithm.""" 

    assert is_on_curve(point) 

    if k % curve.n == 0 or point is None: 

        return None 

    if k < 0: 

        # k * point = -k * (-point) 

        return scalar_mult(-k, point_neg(point)) 

    result = None 

    addend = point 

    while k: 

        if k & 1: 

            # Add. 

            result = point_add(result, addend) 

        # Double. 

        addend = point_add(addend, addend) 

        k >>= 1 

    assert is_on_curve(result) 

    return result 

 

# Keypair generation and ECDSA 

################################################ 

def make_keypair(): 

    """Generates a random private-public key pair.""" 

    private_key = random.randrange(1, curve.n) 

    public_key = scalar_mult(private_key, curve.g) 

    return private_key, public_key 

 

def hash_message(message): 

    """Returns the truncated SHA521 hash of the message.""" 

    message_hash = hashlib.sha512(message).digest() 

    e = int.from_bytes(message_hash, 'big') 

    # FIPS 180 says that when a hash needs to be truncated, 

the rightmost bits 

    # should be discarded. 

    z = e >> (e.bit_length() - curve.n.bit_length()) 

    assert z.bit_length() <= curve.n.bit_length() 

    return z 

 

def sign_message(private_key, message): 

    z = hash_message(message) 

    r = 0 

    s = 0 

    while not r or not s: 

        k = random.randrange(1, curve.n) 

        x, y = scalar_mult(k, curve.g) 

        r = x % curve.n 

        s = ((z + r * private_key) * inverse_mod(k, curve.n)) 

% curve.n 

    return (r, s) 

 

def verify_signature(public_key, message, signature): 

    z = hash_message(message) 

    r, s = signature 

    w = inverse_mod(s, curve.n) 
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    u1 = (z * w) % curve.n 

    u2 = (r * w) % curve.n 

    x, y = point_add(scalar_mult(u1, curve.g), 

                     scalar_mult(u2, public_key)) 

    if (r % curve.n) == (x % curve.n): 

        return 'signature matches' 

    else: 

        return 'invalid signature' 

print('Curve:', curve.name) 

private, public = make_keypair() 

print("Private key:", hex(private)) 

print("Public key: (0x{:x}, 0x{:x})".format(*public)) 

msg = b'Hello!' 

signature = sign_message(private, msg) 

print() 

print('Message:', msg) 

print('Signature: (0x{:x}, 0x{:x})'.format(*signature)) 

print('Verification:', verify_signature(public, msg, 

signature)) 

msg = b'Hi there!' 

print() 

print('Message:', msg) 

print('Verification:', verify_signature(public, msg, 

signature)) 

private, public = make_keypair() 

msg = b'Hello!' 

print() 

print('Message:', msg) 

print("Public key: (0x{:x}, 0x{:x})".format(*public)) 

print('Verification:', verify_signature(public, msg, 

signature)) 

 



  

 

 

 

 

 

 

 

 فصل چهارم 

 سازی پیاپی
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 ( فشرده  ریغاستاندارد رمزنگاری کارآمد  ) SEC  یفشرده  ریغقالب 

 
 SEC ی فشرده ریغ: قالب  1-4شکل 

   فشرده ریغ SECساز پیاپی الگوریتمسازی پیاده

class S256Point(Point): 

... 

    def sec(self): 

        '''returns the binary version of the SEC format''' 

 return b'\x04' + self.x.num.to_bytes(32, 'big') \ 

            + self.y.num.to_bytes(32, 'big') 

 

 

 ( استاندارد رمزنگاری کارآمد فشرده ) SEC  یفشرده قالب 

 
 کند می را قطع   ی منحن یخط عمود  ن ی است که ا یی جا y یدو مقدار ممکن برا :  2-4شکل 

 

1 
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 SECکلید عمومی به روش  یفشرده : قالب 3-4شکل 

   SECبه روش   کلید عمومی یفشردهقالب  پایتونکد 

 

class S256Point(Point): 

... 

    def sec(self, compressed=True): 

        '''returns the binary version of the SEC format''' 

        if compressed: 

            if self.y.num % 2 == 0: 

                return b'\x02' + self.x.num.to_bytes(32, 

'big') 

            else: 

                return b'\x03' + self.x.num.to_bytes(32, 

'big') 

        else: 

            return b'\x04' + self.x.num.to_bytes(32, 'big') 

+ \ 

                self.y.num.to_bytes(32, 'big') 

  

 S256Fieldکلس  پایتوند ک

class S256Field(FieldElement): 

... 

    def sqrt(self): 

        return self**((P + 1) // 4) 
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   yمشخص کردن  و 1تجزیه متد برای

class S256Point: 

... 

    @classmethod 

    def parse(self, sec_bin): 

        '''returns a Point object from a SEC binary (not 

hex)''' 

        if sec_bin[0] == 4:   

            x = int.from_bytes(sec_bin[1:33], 'big') 

            y = int.from_bytes(sec_bin[33:65], 'big') 

            return S256Point(x=x, y=y) 

        is_even = sec_bin[0] == 2   

        x = S256Field(int.from_bytes(sec_bin[1:], 'big')) 

        # right side of the equation y^2 = x^3 + 7 

        alpha = x**3 + S256Field(B) 

        # solve for left side 

        beta = alpha.sqrt()   

        if beta.num % 2 == 0:   

            even_beta = beta 

            odd_beta = S256Field(P - beta.num) 

        else: 

            even_beta = S256Field(P - beta.num) 

            odd_beta = beta 

        if is_even: 

            return S256Point(x, even_beta) 

        else: 

            return S256Point(x, odd_beta) 

 

 )قوانین کدنگاری متمایز(  DERامضاهای 

 

 
 DER: قالب 4-4شکل 

 
1 Parse 

1 

2 
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 ساز امضا کلس پیاپی  پایتونکد 

class Signature: 

... 

    def der(self): 

        rbin = self.r.to_bytes(32, byteorder='big') 

        # remove all null bytes at the beginning 

        rbin = rbin.lstrip(b'\x00') 

        # if rbin has a high bit, add a \x00 

        if rbin[0] & 0x80: 

            rbin = b'\x00' + rbin 

        result = bytes([2, len(rbin)]) + rbin   

        sbin = self.s.to_bytes(32, byteorder='big') 

        # remove all null bytes at the beginning 

        sbin = sbin.lstrip(b'\x00') 

        # if sbin has a high bit, add a \x00 

        if sbin[0] & 0x80: 

            sbin = b'\x00' + sbin 

        result += bytes([2, len(sbin)]) + sbin 

        return bytes([0x30, len(result)]) + result 

 

 انتقال کلید عمومی 

   58کدنگاری اعداد در مبنای کد پایتون 

BASE58_ALPHABET = 

'123456789ABCDEFGHJKLMNPQRSTUVWXYZabcdefghijkmnopqrstuvwxyz' 

... 

def encode_base58(s): 

    count = 0 

    for c in s:   

        if c == 0: 

            count += 1 

        else: 

            break 

    num = int.from_bytes(s, 'big') 

    prefix = '1' * count 

    result = '' 

    while num > 0:   

        num, mod = divmod(num, 58) 

        result = BASE58_ALPHABET[mod] + result 

    return prefix + result   

 

 آدرس  قالب

 

def encode_base58_checksum(b): 

    return encode_base58(b + hash256(b)[:4]) 

1 

1 

2 
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 ( helper.py) پایتوندر  hash160الگوریتم 

def hash160(s): 

    '''sha256 followed by ripemd160''' 

    return hashlib.new('ripemd160', 

hashlib.sha256(s).digest()).digest() 

 hash160با   S256Pointکلس  روزرسانی به

class S256Point: 

... 

    def hash160(self, compressed=True): 

        return hash160(self.sec(compressed)) 

 

    def address(self, compressed=True, testnet=False): 

        '''Returns the address string''' 

        h160 = self.hash160(compressed) 

        if testnet: 

            prefix = b'\x6f' 

        else: 

            prefix = b'\x00' 

        return encode_base58_checksum(prefix + h160) 

   1قالب واردکردن کیف پول 

   پایتونکلس کلید خصوصی به کمک  کد 

class PrivateKey 

... 

    def wif(self, compressed=True, testnet=False): 

        secret_bytes = self.secret.to_bytes(32, 'big') 

        if testnet: 

            prefix = b'\xef' 

        else: 

            prefix = b'\x80' 

        if compressed: 

            suffix = b'\x01' 

        else: 

            suffix = b'' 

        return encode_base58_checksum(prefix + secret_bytes 

+ suffix) 

 

 

 

 
1 Wallet Import Format : WIF 

1 





  

 

 

 

 

 

 فصل پنجم 

هاتراکنش  
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 اجزای تراکنش 

 
 متفاوتی نشان داده شده است  : نمایش هگزادسیمال تراکنش معمولی که هر بخش با رنگ 1-5شکل 

 ( Tx) کلس تراکنش

class Tx: 

 

    def __init__(self, version, tx_ins, tx_outs, locktime, 

testnet=False): 

        self.version = version 

        self.tx_ins = tx_ins   

        self.tx_outs = tx_outs 

        self.locktime = locktime 

        self.testnet = testnet   

 

    def __repr__(self): 

        tx_ins = '' 

        for tx_in in self.tx_ins: 

            tx_ins += tx_in.__repr__() + '\n' 

        tx_outs = '' 

        for tx_out in self.tx_outs: 

            tx_outs += tx_out.__repr__() + '\n' 

        return 'tx: {}\nversion: 

{}\ntx_ins:\n{}tx_outs:\n{}locktime: {}'.format( 

            self.id(), 

            self.version, 

            tx_ins, 

            tx_outs, 

            self.locktime, 

        ) 

 

    def id(self):   

        '''Human-readable hexadecimal of the transaction 

hash''' 

        return self.hash().hex() 

 

    def hash(self):   

        '''Binary hash of the legacy serialization''' 

        return hash256(self.serialize())[::-1] 
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 کد تجزیه تراکنش 

class Tx: 

    ... 

    @classmethod   

    def parse(cls, serialization): 

        version = serialization[0:4]   

        ... 

 تراکنش  یکد اصلی تجزیه

class Tx: 

    ... 

    @classmethod 

    def parse(cls, stream): 

        serialized_version = stream.read(4)   

 ... 

 نسخه

 
 تراکنش  ی: نسخه2-5شکل 

 ها ورودی

 
 : ورودی تراکنش  3-5شکل 

 

1 

2 

1 
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 ی یک تراکنشهاورودی : تعداد 4-5شکل 

 

   varintsروش  پایتونکد 

def read_varint(s): 

    '''read_varint reads a variable integer from a stream''' 

    i = s.read(1)[0] 

    if i == 0xfd: 

        # 0xfd means the next two bytes are the number 

        return little_endian_to_int(s.read(2)) 

    elif i == 0xfe: 

        # 0xfe means the next four bytes are the number 

        return little_endian_to_int(s.read(4)) 

    elif i == 0xff: 

        # 0xff means the next eight bytes are the number 

        return little_endian_to_int(s.read(8)) 

    else: 

        # anything else is just the integer 

        return i 

 

def encode_varint(i): 

    '''encodes an integer as a varint''' 

    if i < 0xfd: 

        return bytes([i]) 

    elif i < 0x10000: 

        return b'\xfd' + int_to_little_endian(i, 2) 

    elif i < 0x100000000: 

        return b'\xfe' + int_to_little_endian(i, 4) 

    elif i < 0x10000000000000000: 

        return b'\xff' + int_to_little_endian(i, 8) 

    else: 

        raise ValueError('integer too large: {}'.format(i)) 
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 مختلف یک ورودی تراکنش   هایبخش : 5-5شکل 

 : TxInکلس 

class TxIn: 

    def __init__(self, prev_tx, prev_index, script_sig=None, 

sequence=0xffffffff): 

        self.prev_tx = prev_tx 

        self.prev_index = prev_index 

        if script_sig is None:   

            self.script_sig = Script() 

        else: 

            self.script_sig = script_sig 

        self.sequence = sequence 

 

    def __repr__(self): 

        return '{}:{}'.format( 

            self.prev_tx.hex(), 

            self.prev_index, 

        ) 

 پت یاسکر  یتجزیه

>>> from io import BytesIO 

>>> from script import Script   

>>> script_hex = 

('6b483045022100ed81ff192e75a3fd2304004dcadb746fa5e24c5031cc

f\ 

cf21320b0277457c98f02207a986d955c6e0cb35d446a89d3f56100f4d7f

67801c31967743a9c8\ 

e10615bed01210349fc4e631e3624a545de3f89f5d8684c7b8138bd94bdd

531d2e213bf016b278\ 

a') 

>>> stream = BytesIO(bytes.fromhex(script_hex)) 

>>> script_sig = Script.parse(stream) 

>>> print(script_sig) 

3045022100ed81ff192e75a3fd2304004dcadb746fa5e24c5031ccfcf213

20b0277457c98f0220\ 

7a986d955c6e0cb35d446a89d3f56100f4d7f67801c31967743a9c8e1061

5bed01 0349fc4e631\ 

e3624a545de3f89f5d8684c7b8138bd94bdd531d2e213bf016b278a 

1 
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 ها خروجی

 
 ی یک تراکنش معمولی هاخروجی : تعداد 6-5شکل 

 
 : خروجی یک تراکنش در سیستم عددی هگزادسیمال 7-5شکل 

 : TxOutکلس  پایتونکد 

class TxOut: 

 

    def __init__(self, amount, script_pubkey): 

        self.amount = amount 

        self.script_pubkey = script_pubkey 

 

    def __repr__(self): 

        return '{}:{}'.format(self.amount, 

self.script_pubkey) 
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 قفل زمانی 

 

 
 : قفل زمانی  8-5شکل 

 ها تراکنش کد کردن 

 

class TxOut: 

... 

    def serialize(self):   

        '''Returns the byte serialization of the transaction 

output''' 

        result = int_to_little_endian(self.amount, 8) 

        result += self.script_pubkey.serialize() 

        return result 

 

 : TxInکلس کد 

class TxIn: 

... 

    def serialize(self): 

        '''Returns the byte serialization of the transaction 

input''' 

        result = self.prev_tx[::-1] 

        result += int_to_little_endian(self.prev_index, 4) 

        result += self.script_sig.serialize() 

        result += int_to_little_endian(self.sequence, 4) 

        return result 

 : Txکلس 

class Tx: 

... 

    def serialize(self): 

        '''Returns the byte serialization of the 

transaction''' 

1 
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        result = int_to_little_endian(self.version, 4) 

        result += encode_varint(len(self.tx_ins)) 

        for tx_in in self.tx_ins: 

            result += tx_in.serialize() 

        result += encode_varint(len(self.tx_outs)) 

        for tx_out in self.tx_outs: 

            result += tx_out.serialize() 

        result += int_to_little_endian(self.locktime, 4) 

        return result 

 

 کارمزد تراکنش 

TXfetcher : 

 

class TxFetcher: 

    cache = {} 

    @classmethod 

    def get_url(cls, testnet=False): 

        if testnet: 

            return 'http://testnet.programmingbitcoin.com' 

        else: 

            return 'http://mainnet.programmingbitcoin.com' 

 

    @classmethod 

    def fetch(cls, tx_id, testnet=False, fresh=False): 

        if fresh or (tx_id not in cls.cache): 

            url = 

'{}/tx/{}.hex'.format(cls.get_url(testnet), tx_id) 

            response = requests.get(url) 

            try: 

                raw = bytes.fromhex(response.text.strip()) 

            except ValueError: 

                raise ValueError('unexpected response: 

{}'.format(response.text)) 

            if raw[4] == 0: 

                raw = raw[:4] + raw[6:] 

                tx = Tx.parse(BytesIO(raw), testnet=testnet) 

                tx.locktime = little_endian_to_int(raw[-4:]) 

            else: 

                tx = Tx.parse(BytesIO(raw), testnet=testnet) 

            if tx.id() != tx_id:   

                raise ValueError('not the same id: {} vs 

{}'.format(tx.id(), tx_id)) 

            cls.cache[tx_id] = tx 

        cls.cache[tx_id].testnet = testnet 

        return cls.cache[tx_id] 

 

 

1 
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 : TXInکلس 

class TxIn: 

... 

    def fetch_tx(self, testnet=False): 

        return TxFetcher.fetch(self.prev_tx.hex(), 

testnet=testnet) 

 

    def value(self, testnet=False): 

        '''Get the output value by looking up the tx hash. 

        Returns the amount in satoshi. 

        ''' 

        tx = self.fetch_tx(testnet=testnet) 

        return tx.tx_outs[self.prev_index].amount 

    def script_pubkey(self, testnet=False): 

        '''Get the ScriptPubKey by looking up the tx hash. 

        Returns a Script object. 

        ''' 

        tx = self.fetch_tx(testnet=testnet) 

        return tx.tx_outs[self.prev_index].script_pubkey 

 



  

 

 

 

 

 

 

 فصل ششم 

 Script 
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 ؟ کندمیاسکریپت چگونه کار 

 

 
 : عناصر 1-6شکل 

 

 
 عملکردها : 2-6شکل 

 

 
 .کندمی را کپی    بالایی  عنصر OP_DUP:  3-6شکل 

 ها عملیاتاز   هایی مثال 

 

 
عنصر   ی ( روhash160)با نام مستعار   ripemd160به همراه   sha256 ک ی OP_HASH160: 4-6شکل 

 .دهدمی پشته انجام   یی بالا
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 .ریخ ا یمعتبر است    pubkey یامضا  آیا کندمی  ی بررس  OP_CHECKSIG: 5-6شکل 

 هاOpcodeکدگذاری 

 

def op_dup(stack): 

    if len(stack) < 1:   

        return False 

    stack.append(stack[-1])   

    return True 

... 

OP_CODE_FUNCTIONS = { 

... 

    118: op_dup,   

... 

} 

 

----------------------------------------------------------- 

 
def op_hash256(stack): 

    if len(stack) < 1: 

        return False 

    element = stack.pop() 

    stack.append(hash256(element)) 

    return True 

... 

OP_CODE_FUNCTIONS = { 

... 

    170: op_hash256, 

... 

} 
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 و پیاپی ساز اسکریپت  کنندهتجزیهیک   کد نویسی

 
class Script: 

 

    def __init__(self, cmds=None): 

        if cmds is None: 

            self.cmds = [] 

        else: 

            self.cmds = cmds   

    ... 

    @classmethod 

    def parse(cls, s): 

        length = read_varint(s)   

        cmds = [] 

        count = 0 

        while count < length:  

            current = s.read(1)   

            count += 1 

            current_byte = current[0]   

            if current_byte >= 1 and current_byte <= 75:   

                n = current_byte 

                cmds.append(s.read(n)) 

                count += n 

            elif current_byte == 76:   

                data_length = 

little_endian_to_int(s.read(1)) 

                cmds.append(s.read(data_length)) 

                count += data_length + 1 

            elif current_byte == 77:   

                data_length = 

little_endian_to_int(s.read(2)) 

                cmds.append(s.read(data_length)) 

                count += data_length + 2 

            else:   

                op_code = current_byte 

                cmds.append(op_code) 

        if count != length:   

            raise SyntaxError('parsing script failed') 

        return cls(cmds) 
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class Script: 

... 

    def raw_serialize(self): 

        result = b'' 

        for cmd in self.cmds: 

            if type(cmd) == int:   

                result += int_to_little_endian(cmd, 1) 

            else: 

                length = len(cmd) 

                if length < 75:   

                    result += int_to_little_endian(length, 

1) 

                elif length > 75 and length < 0x100:   

                    result += int_to_little_endian(76, 1) 

                    result += int_to_little_endian(length, 

1) 

                elif length >= 0x100 and length <= 520:   

                    result += int_to_little_endian(77, 1) 

                    result += int_to_little_endian(length, 

2) 

                else:   

                    raise ValueError('too long an cmd') 

                result += cmd 

        return result 

 

    def serialize(self): 

        result = self.raw_serialize() 

        total = len(result) 

        return encode_varint(total) + result   

 

 اسکریپت هایبخشترکیب کردن 

 
 ScriptSigو  ScriptPubKey: ترکیب 6-6شکل 
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 ی بیترک  هایدستورالعملمجموعه  کد کردن 

 

class Script: 

... 

    def __add__(self, other): 

        return Script(self.cmds + other.cmds) 

 

p2pk 
 

 
 Pay-to-pubkey (p2pk) ScriptPubKey: 7-6شکل 

 

 
 Pay-to-pubkey (p2pk) ScriptSig: 8-6شکل 

 

1 



عملکرد توابع و بلوکی بیت کوین، برنامه نویسی یزنجیره   | 52 

 

 

 
  شدهترکیب  p2pk: 9-6شکل 

 

 
   p2pk  : شروع10-6شکل 

 

 
  p2pkاول یمرحله: 11-6شکل 
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  p2pkدوم  یمرحله: 12-6شکل 

 

 
  p2pkسوم  یمرحله: 13-6شکل 

 

 
  p2pkپایان: 14-6شکل 

 ارزیابی اسکریپت  کد کردن 

 
>>> from script import Script 

>>> z = 

0x7c076ff316692a3d7eb3c3bb0f8b1488cf72e1afcd929e29307032997a

838a3d 

>>> sec = 

bytes.fromhex('04887387e452b8eacc4acfde10d9aaf7f6d9a0f975aab

b10d006e\ 

4da568744d06c61de6d95231cd89026e286df3b6ae4a894a3378e393e93a

0f45b666329a0ae34') 

>>> sig = 

bytes.fromhex('3045022000eff69ef2b1bd93a66ed5219add4fb51e11a

840f4048\ 
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76325a1e8ffe0529a2c022100c7207fee197d27c618aea621406f6bf5ef6

fca38681d82b2f06fd\ 

dbdce6feab601') 

>>> script_pubkey = Script([sec, 0xac])   

>>> script_sig = Script([sig]) 

>>> combined_script = script_sig + script_pubkey   

>>> print(combined_script.evaluate(z))   

True 

 

  یبیمجموعه دستورات ترک متدی

from op import OP_CODE_FUNCTIONS, OP_CODE_NAMES 

... 

class Script: 

... 

    def evaluate(self, z): 

        cmds = self.cmds[:]   

        stack = [] 

        altstack = [] 

        while len(cmds) > 0:   

            cmd = cmds.pop(0) 

            if type(cmd) == int: 

                operation = OP_CODE_FUNCTIONS[cmd]   

                if cmd in (99, 100):   

                    if not operation(stack, cmds): 

                        LOGGER.info('bad op: 

{}'.format(OP_CODE_NAMES[cmd])) 

                        return False 

                elif cmd in (107, 108):   

                    if not operation(stack, altstack): 

                        LOGGER.info('bad op: 

{}'.format(OP_CODE_NAMES[cmd])) 

                        return False 

                elif cmd in (172, 173, 174, 175):   

                    if not operation(stack, z): 

                        LOGGER.info('bad op: 

{}'.format(OP_CODE_NAMES[cmd])) 

                        return False 

                else: 

                    if not operation(stack): 

                        LOGGER.info('bad op: 

{}'.format(OP_CODE_NAMES[cmd])) 

                        return False 

            else: 

                stack.append(cmd)   

        if len(stack) == 0: 

            return False   

        if stack.pop() == b'': 

            return False   

        return True   
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 تشریح کامل عناصر پشته 

 

def encode_num(num): 

    if num == 0: 

        return b'' 

    abs_num = abs(num) 

    negative = num < 0 

    result = bytearray() 

    while abs_num: 

        result.append(abs_num & 0xff) 

        abs_num >>= 8 

    if result[-1] & 0x80: 

        if negative: 

            result.append(0x80) 

        else: 

            result.append(0) 

    elif negative: 

        result[-1] |= 0x80 

    return bytes(result) 

 

def decode_num(element): 

    if element == b'': 

        return 0 

    big_endian = element[::-1] 

    if big_endian[0] & 0x80: 

        negative = True 

        result = big_endian[0] & 0x7f 

    else: 

        negative = False 

        result = big_endian[0] 

    for c in big_endian[1:]: 

        result <<= 8 

        result += c 

    if negative: 

        return -result 

    else: 

        return result 

 

def op_0(stack): 

    stack.append(encode_num(0)) 

    return True 
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p2pkh 
 

 
 Pay-to-pubkey-hash (p2pkh) ScriptPubKey: 15-6شکل 

 

 
 Pay-to-pubkey-hash (p2pkh) ScriptSig: 16-6شکل 

 

 
  شدهترکیب  p2pkh: 17-6شکل 
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  p2pkh: شروع18-6شکل 

 

 
  p2pkhاول یمرحله: 19-6شکل 

 

 
  p2pkhدوم  یمرحله: 20-6شکل 



عملکرد توابع و بلوکی بیت کوین، برنامه نویسی یزنجیره   | 58 

 

 

 

 
  p2pkhسوم  یمرحله: 21-6شکل 

 

 
  p2pkhچهارم یمرحله: 22-6شکل 

 

 
  p2pkhپنجم یمرحله: 23-6شکل 
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  p2pkh: پایان24-6شکل 

 ند قراردادی باشند توانمی هااسکریپت

 

 
 ScriptPubKey: مثالی از 25-6شکل 

 

 
 ScriptSig: مثالی از 26-6شکل 

 

 
 شده ترکیب : مثال 27-6شکل 
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 : شروع مثال 28-6شکل 

 

 
 اول مثال  یمرحله: 29-6شکل 

 

 
 دوم مثال   یمرحله: 30-6شکل 

 

 
 سوم مثال   یمرحله: 31-6شکل 
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 چهارم مثال  یمرحله: 32-6شکل 

 

 
 : پایان مثال 33-6شکل 



  

 

 

 

 

 

 

 

 فصل هفتم 

 ها ایجاد و اعتبارسنجی تراکنش
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 هاخروجیدر مقابل مجموع  ها ورودیمجموع  یبررس

 : شودمیدر کد زیر مشاهده  feeکلس  شبه کد

class Tx: 

    ... 

    def fee(self): 

        '''Returns the fee of this transaction in satoshi''' 

        input_sum, output_sum = 0, 0 

        for tx_in in self.tx_ins: 

            input_sum += tx_in.value(self.testnet) 

        for tx_out in self.tx_outs: 

            output_sum += tx_out.amount 

        return input_sum - output_sum 

 

---------------------------------------------------------- 

>>> from tx import Tx 

>>> from io import BytesIO 

>>> raw_tx = 

('0100000001813f79011acb80925dfe69b3def355fe914bd1d96a3f5f71

bf830\ 

3c6a989c7d1000000006b483045022100ed81ff192e75a3fd2304004dcad

b746fa5e24c5031ccf\ 

cf21320b0277457c98f02207a986d955c6e0cb35d446a89d3f56100f4d7f

67801c31967743a9c8\ 

e10615bed01210349fc4e631e3624a545de3f89f5d8684c7b8138bd94bdd

531d2e213bf016b278\ 

afeffffff02a135ef01000000001976a914bc3b654dca7e56b04dca18f25

66cdaf02e8d9ada88a\ 

c99c39800000000001976a9141c4bc762dd5423e332166702cb75f40df79

fea1288ac19430600') 

>>> stream = BytesIO(bytes.fromhex(raw_tx)) 

>>> transaction = Tx.parse(stream) 

>>> print(transaction.fee() >= 0)   

True 

 امضا  بررسیِ

 

>>> from ecc import S256Point, Signature 

>>> sec = 

bytes.fromhex('0349fc4e631e3624a545de3f89f5d8684c7b8138bd94b

dd531d2e\ 

213bf016b278a') 

>>> der = 

bytes.fromhex('3045022100ed81ff192e75a3fd2304004dcadb746fa5e

24c5031c\ 

cfcf21320b0277457c98f02207a986d955c6e0cb35d446a89d3f56100f4d

7f67801c31967743a9\ 

1 
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c8e10615bed') 

>>> z = 

0x27e0c5994dec7824e56dec6b2fcb342eb7cdb0d0957c2fce9882f715e8

5d81a6 

>>> point = S256Point.parse(sec) 

>>> signature = Signature.parse(der) 

>>> print(point.verify(z, signature)) 

True 

 

 
 در سیستم هگزادسیمال قرار دارد  رنگ  زرد   یمشخص شده بخش : امضا در 1-7شکل 

 

 هاScriptsigخالی کردن تمام  گام اول:

 
 ScriptSigهای : صفر کردن ورودی2-7شکل 
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 قبلی ScriptPubKeyبا  امضاشده  ورودی ScriptSig : جایگزینی2ِگام دوم 

 
 scriptsigو scriptPubKey: ترکیب کردن  3-7شکل 

 

 
 تراکنش قبلی  ScriptPubKeyها با برای یکی از ورودی ScriptSig: جایگزینی 4-7شکل 

 hashمتغیر نوع اضافه کردن  سوم: گام

 
 ای( )رنگ قهوه  هش : اتصال نوع تابع 5-7شکل 

 : zتغییریافته به  تراکنشِ شبه کدِ

>>> from helper import hash256 

>>> modified_tx = 

bytes.fromhex('0100000001813f79011acb80925dfe69b3def355fe914

\ 
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bd1d96a3f5f71bf8303c6a989c7d1000000001976a914a802fc56c704ce8

7c42d7c92eb75e7896\ 

bdc41ae88acfeffffff02a135ef01000000001976a914bc3b654dca7e56b

04dca18f2566cdaf02\ 

e8d9ada88ac99c39800000000001976a9141c4bc762dd5423e332166702c

b75f40df79fea1288a\ 

c1943060001000000') 

>>> h256 = hash256(modified_tx) 

>>> z = int.from_bytes(h256, 'big') 

>>> print(hex(z)) 

0x27e0c5994dec7824e56dec6b2fcb342eb7cdb0d0957c2fce9882f715e8

5d81a6 

----------------------------------------------------------- 

>>> from ecc import S256Point, Signature 

>>> sec = 

bytes.fromhex('0349fc4e631e3624a545de3f89f5d8684c7b8138bd94b

dd531d2e\ 

213bf016b278a') 

>>> der = 

bytes.fromhex('3045022100ed81ff192e75a3fd2304004dcadb746fa5e

24c5031c\ 

cfcf21320b0277457c98f02207a986d955c6e0cb35d446a89d3f56100f4d

7f67801c31967743a9\ 

c8e10615bed') 

>>> z = 

0x27e0c5994dec7824e56dec6b2fcb342eb7cdb0d0957c2fce9882f715e8

5d81a6 

>>> point = S256Point.parse(sec) 

>>> signature = Signature.parse(der) 

>>> point.verify(z, signature) 

True 

 تائید یک تراکنش کامل 

 

class Tx: 

... 

    def verify(self): 

        '''Verify this transaction''' 

        if self.fee() < 0:   

            return False 

        for i in range(len(self.tx_ins)): 

            if not self.verify_input(i):   

                return False 

        return True 

 

 

1 

2

2 
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 ساخت یک تراکنش 

 

 
 شود می که خرج  UTXO: 6-7شکل 
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 ساختن تراکنش 
def decode_base58(s): 

    num = 0 

    for c in s:   

        num *= 58 

        num += BASE58_ALPHABET.index(c) 

    combined = num.to_bytes(25, byteorder='big')   

    checksum = combined[-4:] 

    if hash256(combined[:-4])[:4] != checksum: 

        raise ValueError('bad address: {} 

{}'.format(checksum, 

          hash256(combined[:-4])[:4])) 

    return combined[1:-4]   

 

----------------------------------------------------------- 

def p2pkh_script(h160): 

    '''Takes a hash160 and returns the p2pkh ScriptPubKey''' 

    return Script([0x76, 0xa9, h160, 0x88, 0xac]) 

----------------------------------------------------------- 

>>> from helper import decode_base58, SIGHASH_ALL 

>>> from script import p2pkh_script, Script 

>>> from tx import TxIn, TxOut, Tx 

>>> prev_tx = 

bytes.fromhex('0d6fe5213c0b3291f208cba8bfb59b7476dffacc4e5cb

66f6\ 

eb20a080843a299') 

>>> prev_index = 13 

>>> tx_in = TxIn(prev_tx, prev_index) 

>>> tx_outs = [] 

>>> change_amount = int(0.33*100000000)   

>>> change_h160 = 

decode_base58('mzx5YhAH9kNHtcN481u6WkjeHjYtVeKVh2') 

>>> change_script = p2pkh_script(change_h160) 

>>> change_output = TxOut(amount=change_amount, 

script_pubkey=change_script) 

>>> target_amount = int(0.1*100000000)   

>>> target_h160 = 

decode_base58('mnrVtF8DWjMu839VW3rBfgYaAfKk8983Xf') 

>>> target_script = p2pkh_script(target_h160) 

>>> target_output = TxOut(amount=target_amount, 

script_pubkey=target_script) 

>>> tx_obj = Tx(1, [tx_in], [change_output, target_output], 

0, True)   

 

 

>>> print(tx_obj) 

1 

2 

3 

1 

1 

2 
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tx: 

cd30a8da777d28ef0e61efe68a9f7c559c1d3e5bcd7b265c850ccb406859

8d11 

version: 1 

tx_ins: 

0d6fe5213c0b3291f208cba8bfb59b7476dffacc4e5cb66f6eb20a080843

a299:13 

tx_outs: 

33000000:OP_DUP OP_HASH160 

d52ad7ca9b3d096a38e752c2018e6fbc40cdf26f OP_EQUALVE\ 

RIFY OP_CHECKSIG 

10000000:OP_DUP OP_HASH160 

507b27411ccf7f16f10297de6cef3f291623eddf OP_EQUALVE\ 

RIFY OP_CHECKSIG 

locktime: 0 

 امضا کردن تراکنش 

>>> from ecc import PrivateKey 

>>> from helper import SIGHASH_ALL 

>>> z = transaction.sig_hash(0)   

>>> private_key = PrivateKey(secret=8675309) 

>>> der = private_key.sign(z).der() 

>>> sig = der + SIGHASH_ALL.to_bytes(1, 'big')   

>>> sec = private_key.point.sec() 

>>> script_sig = Script([sig, sec])   

>>> transaction.tx_ins[0].script_sig = script_sig    

>>> print(transaction.serialize().hex()) 

0100000001813f79011acb80925dfe69b3def355fe914bd1d96a3f5f71bf

8303c6a989c7d10000\ 

00006a47304402207db2402a3311a3b845b038885e3dd889c08126a8570f

26a844e3e4049c482a\ 

11022010178cdca4129eacbeab7c44648bf5ac1f9cac217cd609d216ec2e

bc8d242c0a01210393\ 

5581e52c354cd2f484fe8ed83af7a3097005b2f9c60bff71d35bd795f54b

67feffffff02a135ef\ 

01000000001976a914bc3b654dca7e56b04dca18f2566cdaf02e8d9ada88

ac99c3980000000000\ 

1976a9141c4bc762dd5423e332166702cb75f40df79fea1288ac19430600 

 testnetدر  یشخص  یهاتراکنش جادیا
>>> from ecc import PrivateKey 

>>> from helper import hash256, little_endian_to_int 

>>> secret = little_endian_to_int(hash256(b'Jimmy Song 

secret'))  

  

>>> private_key = PrivateKey(secret) 

>>> print(private_key.point.address(testnet=True)) 

mn81594PzKZa9K3Jyy1ushpuEzrnTnxhVg 

1 

2 

3 

4 

1 
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Bare multisig 

 

 
 Bare multisig ScriptPubKey: 1-8شکل 

 

 
 Bare multisig ScriptSig: 2-8شکل 

 

 
 Bare multisig combined script: 3-8شکل 
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 Bare multisig: شروع 4-8شکل 

 

 
 Bare multisigاول  ی: مرحله 5-8شکل 

 



73 | Pay-to-Script Hash  :فصل هشتم 

 
 Bare Multisigدوم   ی: مرحله 6-8شکل 

 

 
 Bare multisigسوم   ی: مرحله 7-8شکل 

 

 
 Bare multisig: پایان 8-8شکل 
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 OP_CHECKMULTISIG کد کردن 

 

def op_checkmultisig(stack, z): 

    if len(stack) < 1: 

        return False 

    n = decode_num(stack.pop()) 

    if len(stack) < n + 1: 

        return False 

    sec_pubkeys = [] 

    for _ in range(n): 

        sec_pubkeys.append(stack.pop()) 

    m = decode_num(stack.pop()) 

    if len(stack) < m + 1: 

        return False 

    der_signatures = [] 

    for _ in range(m): 

        der_signatures.append(stack.pop()[:-1])   

    stack.pop()   

    try: 

        raise NotImplementedError   

    except (ValueError, SyntaxError): 

        return False 

    return True 

Pay-to-Script-Hash (p2sh) 

 

 
 .کندمی که قانون خاصی را اجرا  p2sh: الگوی 9-8شکل 

 

1 
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 Pay-to-script-hash (p2sh) RedeemScript: 10-8شکل 

 

 
 Pay-to-script-hash (p2sh) ScriptPubKey: 11-8شکل 

 

 
 Pay-to-script-hash (p2sh) ScriptSig: 12-8شکل 
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 p2sh شدهترکیب   : اسکریپت13ِ-8شکل 

 

 
 .کندمی که قانون خاصی را اجرا  p2sh: الگوی 14-8شکل 

 

 
 p2sh: شروع  15-8شکل 
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 p2shاول  ی: مرحله16-8شکل 

 

 
 p2shدوم   ی: مرحله17-8شکل 

 

 
 p2shسوم    ی: مرحله18-8شکل 
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 .یابدمی خاتمه  p2shصورت گیرد،  pre-BIP0016 افزارِ نرم: اگر ارزیابی با 19-8شکل 

 

 
 p2sh RedeemScript: 20-8شکل 

 

 
 p2shچهارم  ی: مرحله21-8شکل 
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 p2shپنجم  ی: مرحله22-8شکل 

 

 
 . یابدمی پایان  post-BIP0016  افزارنرم برای  p2sh: 23-8شکل 

 

 
 . کندمی باشد که دستورات اضافی را بر اساس عنصر بالا اضافه  دستوری د  توانمی  OP_EVAL: 24-8شکل 

 p2sh کد کردن 

 
class Script: 

... 

    def evaluate(self, z): 

... 

        while len(commands) > 0: 

            command = commands.pop(0) 

            if type(command) == int: 

... 

            else: 

                stack.append(cmd) 

                if len(cmds) == 3 and cmds[0] == 0xa9 \ 
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                    and type(cmds[1]) == bytes and 

len(cmds[1]) == 20 \ 

                    and cmds[2] == 0x87:   

                    cmds.pop()   

                    h160 = cmds.pop() 

                    cmds.pop() 

                    if not op_hash160(stack):   

                        return False 

                    stack.append(h160) 

                    if not op_equal(stack): 

                        return False 

                    if not op_verify(stack):   

                        LOGGER.info('bad p2sh h160') 

                        return False 

                    redeem_script = encode_varint(len(cmd)) 

+ cmd   

                    stream = BytesIO(redeem_script) 

                    cmds.extend(Script.parse(stream).cmds) 

 

 ها آدرس

 

>>> from helper import encode_base58_checksum 

>>> h160 = 

bytes.fromhex('74d691da1574e6b3c192ecfb52cc8984ee7b6c56') 

>>> print(encode_base58_checksum(b'\x05' + h160)) 

3CLoMMyuoDQTPRD3XYZtCvgvkadrAdvdXh 

 p2shامضای   تائید

 

 
 p2shی  هاورودی : اعتبارسنجی  25-8شکل 

 

 

1 

2 

3 

4 

5 
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 scriptsigsگام اول: خالی کردن 

 

 
 ورودی  scriptsig: خالی کردن هر 26-8شکل 

 RedeemScriptامضا شده با  p2sh ورودیِ scriptsig گام دوم: جایگزینیِ 

 

 
 . شودمی بررسی  RedeemScriptورودی که با  scriptsig: جایگزینی 27-8شکل 

 گام سوم: اضافه کردن نوع هش 

 

 
 Append the hash type (SIGHASH_ALL), 01000000: 28-8شکل 
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>>> from helper import hash256 

>>> modified_tx = 

bytes.fromhex('0100000001868278ed6ddfb6c1ed3ad5f8181eb0c7a38

\ 

5aa0836f01d5e4789e6bd304d87221a000000475221022626e955ea6ea6d

98850c994f9107b036\ 

b1334f18ca8830bfff1295d21cfdb702103b287eaf122eea69030a0e9fee

d096bed8045c8b98be\ 

c453e1ffac7fbdbd4bb7152aeffffffff04d3b11400000000001976a9149

04a49878c0adfc3aa0\ 

5de7afad2cc15f483a56a88ac7f400900000000001976a914418327e3f3d

da4cf5b9089325a4b9\ 

5abdfa0334088ac722c0c00000000001976a914ba35042cfe9fc66fd35ac

2224eebdafd1028ad2\ 

788acdc4ace020000000017a91474d691da1574e6b3c192ecfb52cc8984e

e7b6c5687000000000\ 

1000000') 

>>> s256 = hash256(modified_tx) 

>>> z = int.from_bytes(s256, 'big') 

>>> print(hex(z)) 

0xe71bfa115715d6fd33796948126f40a8cdd39f187e4afb03896795189f

e1423c 

 

 
 DER signature and SEC pubkey within the p2sh ScriptSig and Redeem Script: 29-8شکل 

 

>>> from ecc import S256Point, Signature 

>>> from helper import hash256 

>>> modified_tx = 

bytes.fromhex('0100000001868278ed6ddfb6c1ed3ad5f8181eb0c7a38

\ 

5aa0836f01d5e4789e6bd304d87221a000000475221022626e955ea6ea6d

98850c994f9107b036\ 

b1334f18ca8830bfff1295d21cfdb702103b287eaf122eea69030a0e9fee

d096bed8045c8b98be\ 
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c453e1ffac7fbdbd4bb7152aeffffffff04d3b11400000000001976a9149

04a49878c0adfc3aa0\ 

5de7afad2cc15f483a56a88ac7f400900000000001976a914418327e3f3d

da4cf5b9089325a4b9\ 

5abdfa0334088ac722c0c00000000001976a914ba35042cfe9fc66fd35ac

2224eebdafd1028ad2\ 

788acdc4ace020000000017a91474d691da1574e6b3c192ecfb52cc8984e

e7b6c5687000000000\ 

1000000') 

>>> h256 = hash256(modified_tx) 

>>> z = int.from_bytes(h256, 'big')   

>>> sec = 

bytes.fromhex('022626e955ea6ea6d98850c994f9107b036b1334f18ca

8830bfff\ 

1295d21cfdb70') 

>>> der = 

bytes.fromhex('3045022100dc92655fe37036f47756db8102e0d7d5e28

b3beb83a\ 

8fef4f5dc0559bddfb94e02205a36d4e4e6c7fcd16658c50783e00c34160

9977aed3ad00937bf4\ 

ee942a89937') 

>>> point = S256Point.parse(sec) 

>>> sig = Signature.parse(der) 

>>> print(point.verify(z, sig)) 

True 



  

 

 

 

 

 

 

 فصل نهم 

هابلوک  
 

 

 

 

 

 

 

 

 

 



ها بلوکفصل نهم:  | 85  

 پایه سکههای تراکنش

 

 
 : جزییات تراکنش ارز پایه. 1-9شکل 

ScriptSig 

 

>>> from io import BytesIO 

>>> from script import Script 

>>> stream = 

BytesIO(bytes.fromhex('4d04ffff001d0104455468652054696d65732

03033\ 

2f4a616e2f32303039204368616e63656c6c6f72206f6e206272696e6b20

6f66207365636f6e64\ 

206261696c6f757420666f722062616e6b73')) 

>>> s = Script.parse(stream) 

>>> print(s.cmds[2]) 

b'The Times 03/Jan/2009 Chancellor on brink of second 

bailout for banks' 

 BIP0034پروتکل 

 
>>> from io import BytesIO 

>>> from script import Script 

>>> from helper import little_endian_to_int 

>>> stream = 

BytesIO(bytes.fromhex('5e03d71b07254d696e656420627920416e745

06f6f\ 

6c20626a31312f4542312f4144362f43205914293101fabe6d6d678e2c8c

34afc36896e7d94028\ 
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24ed38e856676ee94bfdb0c6c4bcd8b2e5666a0400000000000000c72700

00a5e00e00')) 

>>> script_sig = Script.parse(stream) 

>>> print(little_endian_to_int(script_sig.cmds[0])) 

465879 

 ها های بلوکسرآیند

 

 
 : سرآیند بلوک 2-9شکل 

 

>>> from helper import hash256 

>>> block_hash = 

hash256(bytes.fromhex('020000208ec39428b17323fa0ddec8e887b4a

7\ 

c53b8c0a0a220cfd0000000000000000005b0750fce0a889502d40508d39

576821155e9c9e3f5c\ 

3157f961db38fd8b25be1e77a759e93c0118a4ffd71d'))[::-1] 

>>> block_id = block_hash.hex() 

>>> print(block_id) 

0000000000000000007e9e4c586439b0cdbe13b1370bdd9435d76a644d04

7523 

-------------------------------------------------------------------------------------------- 
class Block: 

 

    def __init__(self, version, prev_block, merkle_root, 

timestamp, bits, nonce): 

        self.version = version 

        self.prev_block = prev_block 

        self.merkle_root = merkle_root 

        self.timestamp = timestamp 

        self.bits = bits 

        self.nonce = nonce 
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 نسخه 

 

>>> from io import BytesIO 

>>> from block import Block 

>>> b = 

Block.parse(BytesIO(bytes.fromhex('020000208ec39428b17323fa0

ddec8e887b\ 

4a7c53b8c0a0a220cfd0000000000000000005b0750fce0a889502d40508

d39576821155e9c9e3\ 

f5c3157f961db38fd8b25be1e77a759e93c0118a4ffd71d'))) 

>>> print('BIP9: {}'.format(b.version >> 29 == 0b001))   

BIP9: True 

>>> print('BIP91: {}'.format(b.version >> 4 & 1 == 1))   

BIP91: False 

>>> print('BIP141: {}'.format(b.version >> 1 & 1 == 1))   

BIP141: True 

 

 اثبات کار 

 

020000208ec39428b17323fa0ddec8e887b4a7c53b8c0a0a220cfd000000

0000000000005b0750fce0a889502d40508d39576821155e9c9e3f5c3157

f961db38fd8b25be1e77a759 

e93c0118a4ffd71d 

 

>>> from helper import hash256 

>>> block_id = 

hash256(bytes.fromhex('020000208ec39428b17323fa0ddec8e887b4a

7c5\3b8c0a0a220cfd0000000000000000005b0750fce0a889502d40508d

39576821155e9c9e3f5c31\57f961db38fd8b25be1e77a759e93c0118a4f

fd71d'))[::-1] 

>>> print('{}'.format(block_id.hex()).zfill(64))   

0000000000000000007e9e4c586439b0cdbe13b1370bdd9435d76a644d04

7523 

 

 هدف

 
>>> from helper import little_endian_to_int 

>>> bits = bytes.fromhex('e93c0118') 

>>> exponent = bits[-1] 

>>> coefficient = little_endian_to_int(bits[:-1]) 

>>> target = coefficient * 256**(exponent - 3) 

>>> print('{:x}'.format(target).zfill(64))   

0000000000000000013ce900000000000000000000000000000000000000

0000 

1 

2 

3 

1 

1 
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>>> from helper import little_endian_to_int 

>>> proof = 

little_endian_to_int(hash256(bytes.fromhex('020000208ec39428

b17323\ 

fa0ddec8e887b4a7c53b8c0a0a220cfd0000000000000000005b0750fce0

a889502d40508d3957\ 

6821155e9c9e3f5c3157f961db38fd8b25be1e77a759e93c0118a4ffd71d

'))) 

>>> print(proof < target)   

True 

 سختی شبکه

 

>>> from helper import little_endian_to_int 

>>> bits = bytes.fromhex('e93c0118') 

>>> exponent = bits[-1] 

>>> coefficient = little_endian_to_int(bits[:-1]) 

>>> target = coefficient*256**(exponent-3) 

>>> difficulty = 0xffff * 256**(0x1d-3) / target 

>>> print(difficulty) 

888171856257.3206 

 تنظیم سختی شبکه 

 

>>> from block import Block 

>>> from helper import TWO_WEEKS   

>>> last_block = 

Block.parse(BytesIO(bytes.fromhex('00000020fdf740b0e49cf75bb

3\ 

d5168fb3586f7613dcc5cd89675b0100000000000000002e37b144c0bace

d07eb7e7b64da916cd\ 

3121f2427005551aeb0ec6a6402ac7d7f0e4235954d801187f5da9f5'))) 

>>> first_block = 

Block.parse(BytesIO(bytes.fromhex('000000201ecd89664fd205a37

\ 

566e694269ed76e425803003628ab010000000000000000bfcade29d080d

9aae8fd461254b0418\ 

05ae442749f2a40100440fc0e3d5868e55019345954d80118a1721b2e'))

) 

>>> time_differential = last_block.timestamp - 

first_block.timestamp 

>>> if time_differential > TWO_WEEKS * 4:   

...     time_differential = TWO_WEEKS * 4 

>>> if time_differential < TWO_WEEKS // 4:   

...     time_differential = TWO_WEEKS // 4 
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>>> new_target = last_block.target() * time_differential // 

TWO_WEEKS 

>>> print('{:x}'.format(new_target).zfill(64)) 

000000000000000000761500000000000000000000000000000000000000

0000 

 

 : آمده به بیت به دست Targetتبدیل 

def target_to_bits(target): 

    '''Turns a target integer back into bits''' 

    raw_bytes = target.to_bytes(32, 'big') 

    raw_bytes = raw_bytes.lstrip(b'\x00')   

    if raw_bytes[0] > 0x7f:   

        exponent = len(raw_bytes) + 1 

        coefficient = b'\x00' + raw_bytes[:2] 

    else: 

        exponent = len(raw_bytes)   

        coefficient = raw_bytes[:3]   

    new_bits = coefficient[::-1] + bytes([exponent])   

    return new_bits 
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 فصل دهم 

ی سازشبکه  
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 ی شبکه هاپیام

 
 . است  ی واقع بارداده  ی که حاو یانامه پاکت  - شبکه   امیپ ک: ی 1-10شکل 

 

NETWORK_MAGIC = b'\xf9\xbe\xb4\xd9' 

TESTNET_NETWORK_MAGIC = b'\x0b\x11\x09\x07' 

 

class NetworkEnvelope: 

 

    def __init__(self, command, payload, testnet=False): 

        self.command = command 

        self.payload = payload 

        if testnet: 

            self.magic = TESTNET_NETWORK_MAGIC 

        else: 

            self.magic = NETWORK_MAGIC 

 

    def __repr__(self): 

        return '{}: {}'.format( 

            self.command.decode('ascii'), 

            self.payload.hex(), 

        ) 
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 بارداده یتجزیه

 
 بارداده : نسخه تجزیه شده 2-10شکل 

 

 : VersionMessageکلس 

class VersionMessage: 

    command = b'version' 

 

    def __init__(self, version=70015, services=0, 

timestamp=None, 

                 receiver_services=0, 

                 receiver_ip=b'\x00\x00\x00\x00', 

receiver_port=8333, 

                 sender_services=0, 

                 sender_ip=b'\x00\x00\x00\x00', 

sender_port=8333, 

                 nonce=None, 

user_agent=b'/programmingbitcoin:0.1/', 

                 latest_block=0, relay=False): 

        self.version = version 

        self.services = services 

        if timestamp is None: 

            self.timestamp = int(time.time()) 

        else: 

            self.timestamp = timestamp 

        self.receiver_services = receiver_services 

        self.receiver_ip = receiver_ip 

        self.receiver_port = receiver_port 

        self.sender_services = sender_services 

        self.sender_ip = sender_ip 

        self.sender_port = sender_port 
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        if nonce is None: 

            self.nonce = int_to_little_endian(randint(0, 

2**64), 8) 

        else: 

            self.nonce = nonce 

        self.user_agent = user_agent 

        self.latest_block = latest_block 

        self.relay = relay 

 اتصال به شبکه 

 

>>> import socket 

>>> from network import NetworkEnvelope, VersionMessage 

>>> host = 'testnet.programmingbitcoin.com'   

>>> port = 18333 

>>> socket = socket.socket(socket.AF_INET, 

socket.SOCK_STREAM) 

>>> socket.connect((host, port)) 

>>> stream = socket.makefile('rb', None)   

>>> version = VersionMessage()   

>>> envelope = 

NetworkEnvelope(version.command,version.serialize()) 

>>> socket.sendall(envelope.serialize())   

>>> while True: 

...     new_message = NetworkEnvelope.parse(stream)   

...     print(new_message) 

 

 :verack پیامِ کلسِ

 

class VerAckMessage: 

    command = b'verack' 

 

    def __init__(self): 

        pass 

    @classmethod 

    def parse(cls, s): 

        return cls() 

 

    def serialize(self): 

        return b'' 
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class SimpleNode: 

 

    def __init__(self, host, port=None, testnet=False, 

logging=False): 

        if port is None: 

            if testnet: 

                port = 18333 

            else: 

                port = 8333 

        self.testnet = testnet 

        self.logging = logging 

        self.socket = socket.socket(socket.AF_INET, 

socket.SOCK_STREAM) 

        self.socket.connect((host, port)) 

        self.stream = self.socket.makefile('rb', None) 

 

 

    def send(self, message):   

        '''Send a message to the connected node''' 

        envelope = NetworkEnvelope( 

            message.command, message.serialize(), 

testnet=self.testnet) 

        if self.logging: 

            print('sending: {}'.format(envelope)) 

        self.socket.sendall(envelope.serialize()) 

 

 

    def read(self):   

        '''Read a message from the socket''' 

        envelope = NetworkEnvelope.parse(self.stream, 

testnet=self.testnet) 

        if self.logging: 

            print('receiving: {}'.format(envelope)) 

        return envelope 

 

 

    def wait_for(self, *message_classes):   

        '''Wait for one of the messages in the list''' 

        command = None 

        command_to_class = {m.command: m for m in 

message_classes} 

        while command not in command_to_class.keys(): 

            envelope = self.read() 

            command = envelope.command 

            if command == VersionMessage.command: 

                self.send(VerAckMessage()) 

            elif command == PingMessage.command: 

                self.send(PongMessage(envelope.payload)) 

        return 

command_to_class[command].parse(envelope.stream()) 
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>>> from network import SimpleNode, VersionMessage 

>>> node = SimpleNode('testnet.programmingbitcoin.com', 

testnet=True) 

>>> version = VersionMessage()   

 

 

>>> node.send(version)   

>>> verack_received = False 

>>> version_received = False 

>>> while not verack_received and not version_received:   

...     message = node.wait_for(VersionMessage, 

VerAckMessage)   

...     if message.command == VerAckMessage.command: 

...         verack_received = True 

...     else: 

...         version_received = True 

...         node.send(VerAckMessage()) 

 بلوک  یندهایسرآ افتیدر

 
 Parsed getheaders: 3-10شکل 

 

class GetHeadersMessage: 

    command = b'getheaders' 

 

    def __init__(self, version=70015, num_hashes=1, 

start_block=None, end_block=None): 

        self.version = version 

        self.num_hashes = num_hashes   

        if start_block is None:   

            raise RuntimeError('a start block is required') 

        self.start_block = start_block 

        if end_block is None: 

            self.end_block = b'\x00' * 32   

        else: 

            self.end_block = end_block 
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 پاسخ سرآیندها 

 

>>> from io import BytesIO 

>>> from block import Block, GENESIS_BLOCK 

>>> from network import SimpleNode, GetHeadersMessage 

>>> node = SimpleNode('mainnet.programmingbitcoin.com', 

testnet=False) 

>>> node.handshake() 

>>> genesis = Block.parse(BytesIO(GENESIS_BLOCK)) 

>>> getheaders = 

GetHeadersMessage(start_block=genesis.hash()) 

>>> node.send(getheaders) 

 

 
 : تجزیه سرآیندها 4-10شکل 

 

class HeadersMessage: 

    command = b'headers' 

 

    def __init__(self, blocks): 

        self.blocks = blocks 

 

    @classmethod 

    def parse(cls, stream): 

        num_headers = read_varint(stream) 

        blocks = [] 

        for _ in range(num_headers): 

            blocks.append(Block.parse(stream))   

            num_txs = read_varint(stream)   

            if num_txs != 0:   

                raise RuntimeError('number of txs not 0') 

        return cls(blocks) 
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 : بلوک سختی مات یتنظ تائید و هاآن  اثبات کار  یبررس، سرآیندها دانلود
>>> from io import BytesIO 

>>> from network import SimpleNode, GetHeadersMessage, 

HeadersMessage 

>>> from block import Block, GENESIS_BLOCK, LOWEST_BITS 

>>> from helper import calculate_new_bits 

>>> previous = Block.parse(BytesIO(GENESIS_BLOCK)) 

>>> first_epoch_timestamp = previous.timestamp 

>>> expected_bits = LOWEST_BITS 

>>> count = 1 

>>> node = SimpleNode('mainnet.programmingbitcoin.com', 

testnet=False) 

>>> node.handshake() 

>>> for _ in range(19): 

...     getheaders = 

GetHeadersMessage(start_block=previous.hash()) 

...     node.send(getheaders) 

...     headers = node.wait_for(HeadersMessage) 

...     for header in headers.blocks: 

...         if not header.check_pow():   

...             raise RuntimeError('bad PoW at block 

{}'.format(count)) 

...         if header.prev_block != previous.hash():   

...             raise RuntimeError('discontinuous block at 

{}'.format(count)) 

...         if count % 2016 == 0: 

...             time_diff = previous.timestamp - 

first_epoch_timestamp 

...             expected_bits = 

calculate_new_bits(previous.bits, time_diff)   

...             print(expected_bits.hex()) 

...             first_epoch_timestamp = header.timestamp   

...         if header.bits != expected_bits:   

...             raise RuntimeError('bad bits at block 

{}'.format(count)) 

...         previous = header 

...         count += 1 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

ffff001d 

6ad8001d 

28c4001d 

71be001d 
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 فصل یازدهم 

مختصر پرداخت  تائید  
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 مختصر پرداخت  تائید

 

 
 . کند ی بلوک را هماهنگ م سرآیندهای  SPV ی گره: 1-11شکل 

   درخت مرکل 

 

 
 : درخت مرکل 2-11شکل 
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 والد مرکل
 

>>> from helper import hash256 

>>> hash0 = 

bytes.fromhex('c117ea8ec828342f4dfb0ad6bd140e03a50720ece40169

ee38b\ 

dc15d9eb64cf5') 

>>> hash1 = 

bytes.fromhex('c131474164b412e3406696da1ee20ab0fc9bf41c8f05fa

8ceea\ 

7a08d672d7cc5') 

>>> parent = hash256(hash0 + hash1) 

>>> print(parent.hex()) 

8b30c5ba100f6f2e5ad1e2a742e5020491240f8eb514fe97c713c31718ad7

ecd 

 

 سطح والد مرکل
>>> from helper import merkle_parent 

>>> hex_hashes = [ 

...     

'c117ea8ec828342f4dfb0ad6bd140e03a50720ece40169ee38bdc15d9eb64

cf5', 

...     

'c131474164b412e3406696da1ee20ab0fc9bf41c8f05fa8ceea7a08d672d7

cc5', 

...     

'f391da6ecfeed1814efae39e7fcb3838ae0b02c02ae7d0a5848a66947c072

7b0', 

...     

'3d238a92a94532b946c90e19c49351c763696cff3db400485b813aecb8a13

181', 

...     

'10092f2633be5f3ce349bf9ddbde36caa3dd10dfa0ec8106bce23acbff637

dae', 

... ] 

>>> hashes = [bytes.fromhex(x) for x in hex_hashes] 

>>> if len(hashes) % 2 == 1: 

...     hashes.append(hashes[-1])   

>>> parent_level = [] 

>>> for i in range(0, len(hashes), 2): 

...     parent = merkle_parent(hashes[i], hashes[i+1]) 

...     parent_level.append(parent) 

>>> for item in parent_level: 

...     print(item.hex()) 

8b30c5ba100f6f2e5ad1e2a742e5020491240f8eb514fe97c713c31718ad7e

cd 

7f4e6f9e224e20fda0ae4c44114237f97cd35aca38d83081c9bfd41feb9078

00 

3ecf6115380c77e8aae56660f5634982ee897351ba906a6837d15ebc3a225d

f0 

1 

2 
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 مرکل یریشه
 

>>> from helper import merkle_parent_level 

>>> hex_hashes = [ 

...     

'c117ea8ec828342f4dfb0ad6bd140e03a50720ece40169ee38bdc15d9eb

64cf5', 

...     

'c131474164b412e3406696da1ee20ab0fc9bf41c8f05fa8ceea7a08d672

d7cc5', 

...     

'f391da6ecfeed1814efae39e7fcb3838ae0b02c02ae7d0a5848a66947c0

727b0', 

...     

'3d238a92a94532b946c90e19c49351c763696cff3db400485b813aecb8a

13181', 

...     

'10092f2633be5f3ce349bf9ddbde36caa3dd10dfa0ec8106bce23acbff6

37dae', 

...     

'7d37b3d54fa6a64869084bfd2e831309118b9e833610e6228adacdbd1b4

ba161', 

...     

'8118a77e542892fe15ae3fc771a4abfd2f5d5d5997544c3487ac36b5c85

170fc', 

...     

'dff6879848c2c9b62fe652720b8df5272093acfaa45a43cdb3696fe2466

a3877', 

...     

'b825c0745f46ac58f7d3759e6dc535a1fec7820377f24d4c2c6ad2cc55c

0cb59', 

...     

'95513952a04bd8992721e9b7e2937f1c04ba31e0469fbe615a78197f68f

52b7c', 

...     

'2e6d722e5e4dbdf2447ddecc9f7dabb8e299bae921c99ad5b0184cd9eb8

e5908', 

...     

'b13a750047bc0bdceb2473e5fe488c2596d7a7124b4e716fdd29b046ef9

9bbf0', 

... ] 

>>> hashes = [bytes.fromhex(x) for x in hex_hashes] 

>>> current_hashes = hashes 

>>> while len(current_hashes) > 1:   

...     current_hashes = merkle_parent_level(current_hashes) 

>>> print(current_hashes[0].hex()) 

   

 

acbcab8bcc1af95d8d563b77d24c3d19b18f1486383d75a5085c4e86c86b

eed6 

1 

2 
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 ها مرکل در بلوک یریشه

 

>>> from helper import merkle_root 

>>> tx_hex_hashes = [ 

...     

'42f6f52f17620653dcc909e58bb352e0bd4bd1381e2955d19c00959a221

22b2e', 

...     

'94c3af34b9667bf787e1c6a0a009201589755d01d02fe2877cc69b929d2

418d4', 

...     

'959428d7c48113cb9149d0566bde3d46e98cf028053c522b8fa8f735241

aa953', 

...     

'a9f27b99d5d108dede755710d4a1ffa2c74af70b4ca71726fa57d68454e

609a2', 

...     

'62af110031e29de1efcad103b3ad4bec7bdcf6cb9c9f4afdd5869817955

16577', 

...     

'766900590ece194667e9da2984018057512887110bf54fe0aa800157aec

796ba', 

...     

'e8270fb475763bc8d855cfe45ed98060988c1bdcad2ffc8364f783c9899

9a208', 

... ] 

>>> tx_hashes = [bytes.fromhex(x) for x in tx_hex_hashes] 

>>> hashes = [h[::-1] for h in tx_hashes] 

   

>>> print(merkle_root(hashes)[::-1].hex())   

 

 

654d6181e18e4ac4368383fdc5eead11bf138f9b7ac1e15334e4411b3c47

97d9 

 : tx_hashesپارامتر   کردن اضافه
class Block: 

 

    def __init__(self, version, prev_block, merkle_root, 

                 timestamp, bits, nonce, tx_hashes=None):   

        self.version = version 

        self.prev_block = prev_block 

        self.merkle_root = merkle_root 

        self.timestamp = timestamp 

        self.bits = bits 

        self.nonce = nonce 

        self.tx_hashes = tx_hashes 

 

1 

2 
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 استفاده از درخت مرکل

 

 
 : اثبات مرکل 3-11شکل 

 بلوک مرکل
 

 
 عرض -: پیمایش اول4-11شکل 
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 عمق -: پیمایش اول5-11شکل 

  

 
 : اثبات مرکل 6-11شکل 

 ساختار درخت مرکل 

 

>>> import math 

>>> total = 16 

>>> max_depth = math.ceil(math.log(total, 2))   

 

>>> merkle_tree = []   

>>> for depth in range(max_depth + 1):   

...     num_items = math.ceil(total / 2**(max_depth - 

depth))   

...     level_hashes = [None] * num_items   
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...     merkle_tree.append(level_hashes)   

>>> for level in merkle_tree: 

...     print(level) 

[None] 

[None, None] 

[None, None, None, None] 

[None, None, None, None, None, None, None, None] 

[None, None, None, None, None, None, None, None, None, None, 

None, None, None,\ 

 None, None, None] 

 درخت مرکل  کد کردن 

 
class MerkleTree: 

 

    def __init__(self, total): 

        self.total = total 

        self.max_depth = math.ceil(math.log(self.total, 2)) 

        self.nodes = [] 

        for depth in range(self.max_depth + 1): 

            num_items = math.ceil(self.total / 

2**(self.max_depth - depth)) 

            level_hashes = [None] * num_items 

            self.nodes.append(level_hashes) 

        self.current_depth = 0   

        self.current_index = 0 

 

    def __repr__(self):   

        result = [] 

        for depth, level in enumerate(self.nodes): 

            items = [] 

            for index, h in enumerate(level): 

                if h is None: 

                    short = 'None' 

                else: 

                    short = '{}...'.format(h.hex()[:8]) 

                if depth == self.current_depth and index == 

self.current_index: 

                    items.append('*{}*'.format(short[:-2])) 

                else: 

                    items.append('{}'.format(short)) 

            result.append(', '.join(items)) 

        return '\n'.join(result) 
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 : هش هر برگ ر صورت داشتند مرکل  یریشهمحاسبه 

>>> from merkleblock import MerkleTree 

>>> from helper import merkle_parent_level 

>>> hex_hashes = [ 

...     

"9745f7173ef14ee4155722d1cbf13304339fd00d900b759c6f9d58579b5

765fb", 

...     

"5573c8ede34936c29cdfdfe743f7f5fdfbd4f54ba0705259e62f3991706

5cb9b", 

...     

"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582

e8f05", 

...     

"507ccae5ed9b340363a0e6d765af148be9cb1c8766ccc922f83e4ae6816

58308", 

...     

"a7a4aec28e7162e1e9ef33dfa30f0bc0526e6cf4b11a576f6c5de585938

98330", 

...     

"bb6267664bd833fd9fc82582853ab144fece26b7a8a5bf328f8a059445b

59add", 

...     

"ea6d7ac1ee77fbacee58fc717b990c4fcccf1b19af43103c090f601677f

d8836", 

...     

"457743861de496c429912558a106b810b0507975a49773228aa788df407

30d41", 

...     

"7688029288efc9e9a0011c960a6ed9e5466581abf3e3a6c26ee317461ad

d619a", 

...     

"b1ae7f15836cb2286cdd4e2c37bf9bb7da0a2846d06867a429f654b2e7f

383c9", 

...     

"9b74f89fa3f93e71ff2c241f32945d877281a6a50a6bf94adac002980aa

fe5ab", 

...     

"b3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b188

04638", 

...     

"b5c0b915312b9bdaedd2b86aa2d0f8feffc73a2d37668fd9010179261e2

5e263", 

...     

"c9d52c5cb1e557b92c84c52e7c4bfbce859408bedffc8a5560fd6e35e10

b8800", 

...     

"c555bc5fc3bc096df0a0c9532f07640bfb76bfe4fc1ace214b8b228a129

7a4c2", 

...     

"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e7ed2f

b610e", 

... ] 

>>> tree = MerkleTree(len(hex_hashes)) 
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>>> tree.nodes[4] = [bytes.fromhex(h) for h in hex_hashes] 

>>> tree.nodes[3] = merkle_parent_level(tree.nodes[4]) 

>>> tree.nodes[2] = merkle_parent_level(tree.nodes[3]) 

>>> tree.nodes[1] = merkle_parent_level(tree.nodes[2]) 

>>> tree.nodes[0] = merkle_parent_level(tree.nodes[1]) 

>>> print(tree) 

*597c4baf.* 

6382df3f..., 87cf8fa3... 

3ba6c080..., 8e894862..., 7ab01bb6..., 3df760ac... 

272945ec..., 9a38d037..., 4a64abd9..., ec7c95e1..., 

3b67006c..., 850683df..., \ 

d40d268b..., 8636b7a3... 

9745f717..., 5573c8ed..., 82a02ecb..., 507ccae5..., 

a7a4aec2..., bb626766..., \ 

ea6d7ac1..., 45774386..., 76880292..., b1ae7f15..., 

9b74f89f..., b3a92b5b..., \ 

b5c0b915..., c9d52c5c..., c555bc5f..., f9dbfafc... 

 

 :دیمف متدهایسایر 

class MerkleTree: 

... 

    def up(self): 

        self.current_depth -= 1 

        self.current_index //= 2 

 

    def left(self): 

        self.current_depth += 1 

        self.current_index *= 2 

 

    def right(self): 

        self.current_depth += 1 

        self.current_index = self.current_index * 2 + 1 

 

    def root(self): 

        return self.nodes[0][0] 

 

    def set_current_node(self, value):   

        self.nodes[self.current_depth][self.current_index] = 

value 

 

    def get_current_node(self): 

        return 

self.nodes[self.current_depth][self.current_index] 

 

    def get_left_node(self): 

        return self.nodes[self.current_depth + 

1][self.current_index * 2] 

 

    def get_right_node(self): 

        return self.nodes[self.current_depth + 

1][self.current_index * 2 + 1] 

 

    def is_leaf(self):   

1 

2 
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        return self.current_depth == self.max_depth 

 

    def right_exists(self):   

        return len(self.nodes[self.current_depth + 1]) > \ 

            self.current_index * 2 + 1 

 

 

 :upو    left  ،right  متدهای از  استفاده  ا  بعمق اول    پیمایش  قیپر کردن درخت از طر

>>> from merkleblock import MerkleTree 

>>> from helper import merkle_parent 

>>> hex_hashes = [ 

...     

"9745f7173ef14ee4155722d1cbf13304339fd00d900b759c6f9d58579b5

765fb", 

...     

"5573c8ede34936c29cdfdfe743f7f5fdfbd4f54ba0705259e62f3991706

5cb9b", 

...     

"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582

e8f05", 

...     

"507ccae5ed9b340363a0e6d765af148be9cb1c8766ccc922f83e4ae6816

58308", 

...     

"a7a4aec28e7162e1e9ef33dfa30f0bc0526e6cf4b11a576f6c5de585938

98330", 

...     

"bb6267664bd833fd9fc82582853ab144fece26b7a8a5bf328f8a059445b

59add", 

...     

"ea6d7ac1ee77fbacee58fc717b990c4fcccf1b19af43103c090f601677f

d8836", 

...     

"457743861de496c429912558a106b810b0507975a49773228aa788df407

30d41", 

...     

"7688029288efc9e9a0011c960a6ed9e5466581abf3e3a6c26ee317461ad

d619a", 

...     

"b1ae7f15836cb2286cdd4e2c37bf9bb7da0a2846d06867a429f654b2e7f

383c9", 

...     

"9b74f89fa3f93e71ff2c241f32945d877281a6a50a6bf94adac002980aa

fe5ab", 

...     

"b3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b188

04638", 

...     

"b5c0b915312b9bdaedd2b86aa2d0f8feffc73a2d37668fd9010179261e2

5e263", 

3 
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...     

"c9d52c5cb1e557b92c84c52e7c4bfbce859408bedffc8a5560fd6e35e10

b8800", 

...     

"c555bc5fc3bc096df0a0c9532f07640bfb76bfe4fc1ace214b8b228a129

7a4c2", 

...     

"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e7ed2f

b610e", 

... ] 

>>> tree = MerkleTree(len(hex_hashes)) 

>>> tree.nodes[4] = [bytes.fromhex(h) for h in hex_hashes] 

>>> while tree.root() is None:   

...     if tree.is_leaf():   

...         tree.up() 

...     else: 

            ...         left_hash = tree.get_left_node() 

...         right_hash = tree.get_right_node() 

...         if left_hash is None:   

...             tree.left() 

...         elif right_hash is None:   

...             tree.right() 

...         else:   

...             

tree.set_current_node(merkle_parent(left_hash, right_hash)) 

...             tree.up() 

>>> print(tree) 

597c4baf... 

6382df3f..., 87cf8fa3... 

3ba6c080..., 8e894862..., 7ab01bb6..., 3df760ac... 

272945ec..., 9a38d037..., 4a64abd9..., ec7c95e1..., 

3b67006c..., 850683df..., \ 

d40d268b..., 8636b7a3... 

9745f717..., 5573c8ed..., 82a02ecb..., 507ccae5..., 

a7a4aec2..., bb626766..., \ 

ea6d7ac1..., 45774386..., 76880292..., b1ae7f15..., 

9b74f89f..., b3a92b5b..., \ 

b5c0b915..., c9d52c5c..., c555bc5f..., f9dbfafc... 

 

 

 

 

 

 

1 

2 
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>>> from merkleblock import MerkleTree 

>>> from helper import merkle_parent 

>>> hex_hashes = [ 

...     

"9745f7173ef14ee4155722d1cbf13304339fd00d900b759c6f9d58579b5

765fb", 

...     

"5573c8ede34936c29cdfdfe743f7f5fdfbd4f54ba0705259e62f3991706

5cb9b", 

...     

"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582

e8f05", 

...     

"507ccae5ed9b340363a0e6d765af148be9cb1c8766ccc922f83e4ae6816

58308", 

...     

"a7a4aec28e7162e1e9ef33dfa30f0bc0526e6cf4b11a576f6c5de585938

98330", 

...     

"bb6267664bd833fd9fc82582853ab144fece26b7a8a5bf328f8a059445b

59add", 

...     

"ea6d7ac1ee77fbacee58fc717b990c4fcccf1b19af43103c090f601677f

d8836", 

...     

"457743861de496c429912558a106b810b0507975a49773228aa788df407

30d41", 

...     

"7688029288efc9e9a0011c960a6ed9e5466581abf3e3a6c26ee317461ad

d619a", 

...     

"b1ae7f15836cb2286cdd4e2c37bf9bb7da0a2846d06867a429f654b2e7f

383c9", 

...     

"9b74f89fa3f93e71ff2c241f32945d877281a6a50a6bf94adac002980aa

fe5ab", 

...     

"b3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b188

04638", 

...     

"b5c0b915312b9bdaedd2b86aa2d0f8feffc73a2d37668fd9010179261e2

5e263", 

...     

"c9d52c5cb1e557b92c84c52e7c4bfbce859408bedffc8a5560fd6e35e10

b8800", 

...     

"c555bc5fc3bc096df0a0c9532f07640bfb76bfe4fc1ace214b8b228a129

7a4c2", 

...     

"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e7ed2f

b610e", 

...     

"38faf8c811988dff0a7e6080b1771c97bcc0801c64d9068cffb85e6e7aa

caf51", 

... ] 

>>> tree = MerkleTree(len(hex_hashes)) 
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>>> tree.nodes[5] = [bytes.fromhex(h) for h in hex_hashes] 

>>> while tree.root() is None: 

...     if tree.is_leaf(): 

...         tree.up() 

...     else: 

...         left_hash = tree.get_left_node() 

...         if left_hash is None:   

...             tree.left() 

...         elif tree.right_exists():   

...             right_hash = tree.get_right_node() 

...             if right_hash is None:   

...                 tree.right() 

...             else:   

...                 

tree.set_current_node(merkle_parent(left_hash, right_hash)) 

...                 tree.up() 

...         else:   

...             

tree.set_current_node(merkle_parent(left_hash, left_hash)) 

...             tree.up() 

>>> print(tree) 

0a313864... 

597c4baf..., 6f8a8190... 

6382df3f..., 87cf8fa3..., 5647f416... 

3ba6c080..., 8e894862..., 7ab01bb6..., 3df760ac..., 

28e93b98... 

272945ec..., 9a38d037..., 4a64abd9..., ec7c95e1..., 

3b67006c..., 850683df..., \ 

d40d268b..., 8636b7a3..., ce26d40b... 

9745f717..., 5573c8ed..., 82a02ecb..., 507ccae5..., 

a7a4aec2..., bb626766..., \ 

ea6d7ac1..., 45774386..., 76880292..., b1ae7f15..., 

9b74f89f..., b3a92b5b..., \ 

b5c0b915..., c9d52c5c..., c555bc5f..., f9dbfafc..., 

38faf8c8... 

 

 

 

 

 

 

 

1 

2 

3 
4 

5 



عملکرد توابع و بلوکی بیت کوین، برنامه نویسی یزنجیره   | 112 

 

 

 بلوک مرکل  یفرمانده

 

 
 بلوک مرکل  ی: تجزیه 7-11شکل 

 

def bytes_to_bit_field(some_bytes): 

    flag_bits = [] 

    for byte in some_bytes: 

        for _ in range(8): 

            flag_bits.append(byte & 1) 

            byte >>= 1 

    return flag_bits 
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 پرچم و هش ها  ی هاتیباستفاده از  

 
 : پردازش بلوک مرکل 8-11شکل 

 

 : پرچم مناسب و هش ها  هایبیت با استفاده از درخت مرکل  یریشهمحاسبه 
class MerkleTree: 

... 

    def populate_tree(self, flag_bits, hashes): 

        while self.root() is None:   

            if self.is_leaf():   

                flag_bits.pop(0)   

                self.set_current_node(hashes.pop(0))   

                self.up() 

            else: 

                left_hash = self.get_left_node() 

                if left_hash is None:   

                    if flag_bits.pop(0) == 0:   

                        self.set_current_node(hashes.pop(0)) 

                        self.up() 

                    else: 

                        self.left()   

                elif self.right_exists():   

                    right_hash = self.get_right_node() 

                    if right_hash is None:   

                        self.right() 

 

                    else:   

                        

self.set_current_node(merkle_parent(left_hash, 

                        right_hash)) 

                        self.up() 

                else:   

1 
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self.set_current_node(merkle_parent(left_hash, left_hash)) 

                    self.up() 

        if len(hashes) != 0:   

            raise RuntimeError('hashes not all consumed 

{}'.format(len(hashes))) 

        for flag_bit in flag_bits:   

            if flag_bit != 0: 

                raise RuntimeError('flag bits not all 

consumed') 

 

12 

13 



  

 

 

 

 

 

 

 

 

 فصل دوازدهم 

فیلترهابلوم  
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 ؟ کندمیچگونه کار  فیلتر بلوم

 

 
 : ساختار کلی یک بلوم فیلتر 1-12شکل 

 

 
 ساده  بلوم فیلتربه   "A" ی افزودن الگو: 2-12شکل 

 



فیلترهافصل دوازدهم: بلوم | 117  

 
 ساده  بلوم فیلتربه   "B" ی افزودن الگو: 3-12شکل 

 

 
 در بلوم فیلتر ساده   x: آزمایش وجود الگوی  4-12شکل 
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 در بلوم فیلتر ساده  Y: آزمایش وجود الگوی 5-12شکل 

 

>>> from helper import hash256 

>>> bit_field_size = 10  

  

>>> bit_field = [0] * bit_field_size 

>>> h = hash256(b'hello world')  

  

>>> bit = int.from_bytes(h, 'big') % bit_field_size   

>>> bit_field[bit] = 1   

>>> print(bit_field) 

 

[0, 0, 0, 0, 0, 0, 0, 0, 0, 1] 

 

 
 بیتی با یک عنصر  10: بلوم فیلتر 6-12شکل 

 

1 
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>>> from helper import hash256 

>>> bit_field_size = 10 

>>> bit_field = [0] * bit_field_size 

>>> for item in (b'hello world', b'goodbye'):   

...     h = hash256(item) 

...     bit = int.from_bytes(h, 'big') % bit_field_size 

...     bit_field[bit] = 1 

>>> print(bit_field) 

[0, 0, 1, 0, 0, 0, 0, 0, 0, 1] 

 

 
 بیتی با دو عنصر  10 بلوم فیلتر: 7-12شکل 

 

>>> from helper import hash256, hash160 

>>> bit_field_size = 10 

>>> bit_field = [0] * bit_field_size 

>>> for item in (b'hello world', b'goodbye'): 

...     for hash_function in (hash256, hash160):   

...         h = hash_function(item) 

...         bit = int.from_bytes(h, 'big') % bit_field_size 

...         bit_field[bit] = 1 

>>> print(bit_field) 

[1, 1, 1, 0, 0, 0, 0, 0, 0, 1] 

 

1 

1 
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 بیتی با دو عنصر و دو تابع هش 10: بلوم فیلتر 8-12کل ش

 BIP0037 هایفیلتربلوم

 

>>> from helper import murmur3   

>>> from bloomfilter import BIP37_CONSTANT   

>>> field_size = 2 

>>> num_functions = 2 

>>> tweak = 42 

>>> bit_field_size = field_size * 8 

>>> bit_field = [0] * bit_field_size 

>>> for phrase in (b'hello world', b'goodbye'):   

...     for i in range(num_functions):   

...         seed = i * BIP37_CONSTANT + tweak   

...         h = murmur3(phrase, seed=seed)   

...         bit = h % bit_field_size 

...         bit_field[bit] = 1 

>>> print(bit_field) 

[0, 0, 0, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 0, 0, 0] 

 

 : BloomFilter سکل کد نویسیِ

class BloomFilter: 

 

    def __init__(self, size, function_count, tweak): 

        self.size = size 

        self.bit_field = [0] * (size * 8) 

        self.function_count = function_count 

        self.tweak = tweak 
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 فیلتر بلوم  1بارگذاری 

 
 بارگذار فیلتر ی: تجزیه 9-12شکل 

 مرکل های بلوکدریافت 

 
 شدهه یتجز getdata: 10-12شکل 

 

class GetDataMessage: 

    command = b'getdata' 

 

    def __init__(self): 

        self.data = []   

 

    def add_data(self, data_type, identifier): 

        self.data.append((data_type, identifier))  

 

 

 

 
1 Loading 

1 

2 
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 ی مورد نظر هاتراکنشدریافت 

 

>>> from bloomfilter import BloomFilter 

>>> from helper import decode_base58 

>>> from merkleblock import MerkleBlock 

>>> from network import FILTERED_BLOCK_DATA_TYPE, 

GetHeadersMessage, GetDataMe\ 

ssage, HeadersMessage, SimpleNode 

>>> from tx import Tx 

>>> last_block_hex = 

'00000000000538d5c2246336644f9a4956551afb44ba47278759ec55\ 

ea912e19' 

>>> address = 'mwJn1YPMq7y5F8J3LkC5Hxg9PHyZ5K4cFv' 

>>> h160 = decode_base58(address) 

>>> node = SimpleNode('testnet.programmingbitcoin.com', 

testnet=True, logging=\ 

False) 

>>> bf = BloomFilter(size=30, function_count=5, tweak=90210)   

>>> bf.add(h160)  

  

>>> node.handshake() 

>>> node.send(bf.filterload())   

>>> start_block = bytes.fromhex(last_block_hex) 

>>> getheaders = GetHeadersMessage(start_block=start_block) 

 

>>> node.send(getheaders)   

>>> headers = node.wait_for(HeadersMessage) 

>>> getdata = GetDataMessage()   

>>> for b in headers.blocks: 

...     if not b.check_pow(): 

...         raise RuntimeError('proof of work is invalid') 

...     getdata.add_data(FILTERED_BLOCK_DATA_TYPE, b.hash())   

>>> node.send(getdata)   

>>> found = False 

>>> while not found: 

...     message = node.wait_for(MerkleBlock, Tx)   

...     if message.command == b'merkleblock': 

...         if not message.is_valid():   

...             raise RuntimeError('invalid merkle proof') 

...     else: 

...         for i, tx_out in enumerate(message.tx_outs): 

...             if 

tx_out.script_pubkey.address(testnet=True) == address:   

...                 print('found: 

{}:{}'.format(message.id(), i)) 

...                 found = True 

...                 break 

found: 

e3930e1e566ca9b75d53b0eb9acb7607f547e1182d1d22bd4b661cfe18dc

ddf1:0 
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 فصل سیزدهم 

Segwit 
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 p2wpkhی هاتراکنش

 

 
 . شودمی  مشاهده  pre-BIP0141 افزارنرم توسط  که  یاگونهبه  p2wpkh: 1-13شکل 

 
 . شودمی مشاهده   post-BIP0141 افزارنرم که توسط  یاگونهبه  p2wpkh: 2-13شکل 

 

 
 p2wpkh ScriptPubKey: 3-13شکل 



125 | Segwit : فصل سیزدهم   

 

 
 p2wpkh: شروع  4-13شکل 

 

 
 p2wpkhاول  یمرحله: 5-13شکل 

 

 
 p2wpkhدوم   یمرحله: 6-13شکل 
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 p2wpkhسوم    یمرحله: 7-13شکل 

 

 
 p2wpkhچهارم  یمرحله: 8-13شکل 

p2sh-p2wpkh 
 

 
 p2sh-p2wpkh to pre-BIP0141 software: 9-13شکل 



127 | Segwit : فصل سیزدهم   

 
 p2sh-p2wpkh to post-BIP0141 software: 10-13شکل 

 

 
  p2sh ScriptPubKeyشبیه همان p2sh-p2wpkh ScriptPubKey:  11- 13شکل  

 . است نرمال

 

 
 p2sh-p2wpkh شروع  :12-13شکل 
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 p2sh-p2wpkhاول   یمرحله:  13-13شکل 

 

 
 p2sh-p2wpkhدوم   یمرحله:  14-13شکل 

 

 
 p2sh-p2wpkhسوم   یمرحله:  15-13شکل 

 

 
 p2sh-p2wpkhچهارم   یمرحله:  16-13شکل 

 



129 | Segwit : فصل سیزدهم   

 
 p2sh-p2wpkhپنجم  یمرحله:  17-13شکل 

 

 
 p2sh-p2wpkhششم   یمرحله:  18-13شکل 

 

 
 p2sh-p2wpkh: پایان فرایند 19-13شکل 

 p2sh-p2wpkhو   p2wpkh یکدگذار

 

class Tx: 

    command = b'tx' 

 

    def __init__(self, version, tx_ins, tx_outs, 

        locktime, testnet=False, segwit=False): 

        self.version = version 

        self.tx_ins = tx_ins 

        self.tx_outs = tx_outs 

        self.locktime = locktime 

        self.testnet = testnet 

        self.segwit = segwit 

        self._hash_prevouts = None 
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        self._hash_sequence = None 

        self._hash_outputs = None 

 : parseمتد  ییرتغ

class Tx: 

... 

    @classmethod 

    def parse(cls, s, testnet=False): 

        s.read(4)   

        if s.read(1) == b'\x00':   

            parse_method = cls.parse_segwit 

        else: 

            parse_method = cls.parse_legacy 

        s.seek(-5, 1)   

        return parse_method(s, testnet=testnet) 

 

    @classmethod 

    def parse_legacy(cls, s, testnet=False): 

        version = little_endian_to_int(s.read(4))    

        num_inputs = read_varint(s) 

        inputs = [] 

        for _ in range(num_inputs): 

            inputs.append(TxIn.parse(s)) 

        num_outputs = read_varint(s) 

        outputs = [] 

        for _ in range(num_outputs): 

            outputs.append(TxOut.parse(s)) 

        locktime = little_endian_to_int(s.read(4)) 

        return cls(version, inputs, outputs, locktime, 

                   testnet=testnet, segwit=False) 

 : Segwit ی سازبرای پیاپی  ،parserیا  کنندهتجزیه بخش

class Tx: 

... 

    @classmethod 

    def parse_segwit(cls, s, testnet=False): 

        version = little_endian_to_int(s.read(4)) 

        marker = s.read(2) 

        if marker != b'\x00\x01':   

            raise RuntimeError('Not a segwit transaction 

{}'.format(marker)) 

        num_inputs = read_varint(s) 

        inputs = [] 

        for _ in range(num_inputs): 

            inputs.append(TxIn.parse(s)) 

        num_outputs = read_varint(s) 

        outputs = [] 

        for _ in range(num_outputs): 

            outputs.append(TxOut.parse(s)) 

        for tx_in in inputs:   

            num_items = read_varint(s) 

            items = [] 
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            for _ in range(num_items): 

                item_len = read_varint(s) 

                if item_len == 0: 

                    items.append(0) 

                else: 

                    items.append(s.read(item_len)) 

            tx_in.witness = items 

        locktime = little_endian_to_int(s.read(4)) 

        return cls(version, inputs, outputs, locktime, 

                   testnet=testnet, segwit=True) 

 : یسازپیاپی  هایروش مربوط به  ییراتتغ

class Tx: 

... 

    def serialize(self): 

        if self.segwit: 

            return self.serialize_segwit() 

        else: 

            return self.serialize_legacy() 

 

    def serialize_legacy(self):   

        result = int_to_little_endian(self.version, 4) 

        result += encode_varint(len(self.tx_ins)) 

        for tx_in in self.tx_ins: 

            result += tx_in.serialize() 

        result += encode_varint(len(self.tx_outs)) 

        for tx_out in self.tx_outs: 

            result += tx_out.serialize() 

        result += int_to_little_endian(self.locktime, 4) 

        return result 

 

    def serialize_segwit(self): 

        result = int_to_little_endian(self.version, 4) 

        result += b'\x00\x01'   

        result += encode_varint(len(self.tx_ins)) 

        for tx_in in self.tx_ins: 

            result += tx_in.serialize() 

        result += encode_varint(len(self.tx_outs)) 

        for tx_out in self.tx_outs: 

            result += tx_out.serialize() 

        for tx_in in self.tx_ins:   

            result += 

int_to_little_endian(len(tx_in.witness), 1) 

            for item in tx_in.witness: 

                if type(item) == int: 

                    result += int_to_little_endian(item, 1) 

                else: 

                    result += encode_varint(len(item)) + 

item 

        result += int_to_little_endian(self.locktime, 4) 

        return result 
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class Tx: 

... 

    def hash(self): 

        '''Binary hash of the legacy serialization''' 

        return hash256(self.serialize_legacy())[::-1] 

----------------------------------------------------------- 

class Tx: 

... 

    def verify_input(self, input_index): 

        tx_in = self.tx_ins[input_index] 

        script_pubkey = 

tx_in.script_pubkey(testnet=self.testnet) 

        if script_pubkey.is_p2sh_script_pubkey(): 

            command = tx_in.script_sig.commands[-1] 

            raw_redeem = int_to_little_endian(len(command), 

1) + command 

            redeem_script = 

Script.parse(BytesIO(raw_redeem)) 

            if redeem_script.is_p2wpkh_script_pubkey():   

                z = self.sig_hash_bip143(input_index, 

redeem_script)   

                witness = tx_in.witness 

            else: 

                z = self.sig_hash(input_index, 

redeem_script) 

                witness = None 

        else: 

            if script_pubkey.is_p2wpkh_script_pubkey():   

                z = self.sig_hash_bip143(input_index)   

                witness = tx_in.witness 

            else: 

                z = self.sig_hash(input_index) 

                witness = None 

        combined_script = tx_in.script_sig + 

tx_in.script_pubkey(self.testnet) 

        return combined_script.evaluate(z, witness)   

 

----------------------------------------------------------- 

def p2wpkh_script(h160): 

    '''Takes a hash160 and returns the p2wpkh 

ScriptPubKey''' 

    return Script([0x00, h160])   

... 

    def is_p2wpkh_script_pubkey(self):   

        return len(self.cmds) == 2 and self.cmds[0] == 0x00 

\ 

            and type(self.cmds[1]) == bytes and 

len(self.cmds[1]) == 20 
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class Script: 

... 

    def evaluate(self, z, witness): 

    ... 

        while len(commands) > 0: 

        ... 

            else: 

                stack.append(command) 

 ... 

                if len(stack) == 2 and stack[0] == b'' and 

len(stack[1]) == 20:   

                    h160 = stack.pop() 

                    stack.pop() 

                    cmds.extend(witness) 

                    cmds.extend(p2pkh_script(h160).cmds) 

Pay-to-Witness-Script-Hash (p2wsh) 
 

 
مشاهده    pre-BIP0141  افزارنرم که توسط  ایگونهبه  pay-to-witness-script-hash: 20-13شکل 

 . شودمی 

1 
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مشاهده   post-BIP0141 افزارنرم که توسط  ایگونهبه ، pay-to-witness-script-hash: 21-13شکل 

 . شودمی 

 

 
 p2wsh ScriptPubKey: 22-13شکل 

 

 
 p2sh: شروع  23-13شکل 
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 p2wshاول   یمرحله:  24-13شکل 

 

 
 p2wshدوم    یمرحله:  25-13شکل 

 

 
 p2wsh witness: 26-13شکل 
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 p2wsh WitnessScript: 27-13شکل 

 

 
 p2wshسوم   یمرحله:  28-13شکل 

 

 
 p2wshچهارم   یمرحله:  29-13شکل 
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 p2wshپنجم  یمرحله:  30-13شکل 

p2sh-p2wsh 
 

 
 pre-BIP0141  افزارنرم به  p2sh-p2wsh: 31-13شکل 
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 post-BIP0141  افزارنرم به  p2sh-p2wsh: 32-13شکل 

 

 
 p2sh-p2wsh ScriptPubKey: 33-13شکل 

 

 
 p2sh-p2wsh: شروع  34-13شکل 
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 p2sh-p2wshاول   یمرحله:  35-13شکل 

 

 
 p2sh-p2wshدوم    یمرحله:  36-13شکل 

 

 
 p2sh-p2wshسوم   یمرحله:  37-13شکل 

 

 
 p2sh-p2wsh RedeemScript: 38-13شکل 
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 p2sh-p2wshچهارم   یمرحله:  39-13شکل 

 

 
 p2sh-p2wshپنجم  یمرحله:  40-13شکل 

 

 
 p2sh-p2wshششم   یمرحله:  41-13شکل 
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 p2sh-p2wsh witness: 42-13شکل 

 
 p2sh-p2wsh WitnessScript: 43-13شکل 

 
 p2sh-p2wshهفتم  یمرحله:  44-13شکل 
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 p2sh-p2wsh: پایان 45-13شکل 

Coding p2wsh and p2sh-p2wsh 

  verify_inputمربوط به    یاصل  راتییمانند قبل است. تغ  دقیقاا  یسازپیاپیو    هیتجز

 است:  script.pyدر  evaluteو  tx.pyدر 

class Tx: 

... 

    def verify_input(self, input_index): 

        tx_in = self.tx_ins[input_index] 

        script_pubkey = 

tx_in.script_pubkey(testnet=self.testnet) 

        if script_pubkey.is_p2sh_script_pubkey(): 

            command = tx_in.script_sig.commands[-1] 

            raw_redeem = int_to_little_endian(len(command), 

1) + command 

            redeem_script = 

Script.parse(BytesIO(raw_redeem)) 

            if redeem_script.is_p2wpkh_script_pubkey(): 

                z = self.sig_hash_bip143(input_index, 

redeem_script) 

                witness = tx_in.witness 

            elif redeem_script.is_p2wsh_script_pubkey(): 

                command = tx_in.witness[-1] 

                raw_witness = encode_varint(len(command)) + 

command 

                witness_script = 

Script.parse(BytesIO(raw_witness)) 

                z = self.sig_hash_bip143(input_index, 

                                         

witness_script=witness_script) 

                witness = tx_in.witness 

            else: 

                z = self.sig_hash(input_index, 

redeem_script) 

                witness = None 

        else: 

            if script_pubkey.is_p2wpkh_script_pubkey(): 

                z = self.sig_hash_bip143(input_index) 

                witness = tx_in.witness 

            elif script_pubkey.is_p2wsh_script_pubkey():   

                command = tx_in.witness[-1] 

                raw_witness = encode_varint(len(command)) + 

command 

                witness_script = 

Script.parse(BytesIO(raw_witness)) 
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                z = self.sig_hash_bip143(input_index, 

                                         

witness_script=witness_script) 

                witness = tx_in.witness 

            else: 

                z = self.sig_hash(input_index) 

                witness = None 

        combined_script = tx_in.script_sig + 

tx_in.script_pubkey(self.testnet) 

        return combined_script.evaluate(z, witness) 

 

 : script.pyدر  p2wsh ییِشناسا ی برا یروش

def p2wsh_script(h256): 

    '''Takes a hash160 and returns the p2wsh ScriptPubKey''' 

    return Script([0x00, h256])   

... 

class Script: 

... 

    def is_p2wsh_script_pubkey(self): 

        return len(self.cmds) == 2 and self.cmds[0] == 0x00 

\ 

            and type(self.cmds[1]) == bytes and 

len(self.cmds[1]) == 32 

 

 : p2wsh یژهیاز قانون واستفاده 

class Script: 

... 

    def evaluate(self, z, witness): 

    ... 

        while len(commands) > 0: 

        ... 

        else: 

                stack.append(command) 

 ... 

                if len(stack) == 2 and stack[0] == b'' and 

len(stack[1]) == 32: 

                    s256 = stack.pop()   

                    stack.pop()   

                    cmds.extend(witness[:-1])   

                    witness_script = witness[-1]   

                    if s256 != sha256(witness_script):   

                        print('bad sha256 {} vs {}'.format 

                            (s256.hex(), 

sha256(witness_script).hex())) 

                        return False 

                    stream = 

BytesIO(encode_varint(len(witness_script)) 

                        + witness_script) 
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                    witness_script_cmds = 

Script.parse(stream).cmds   

                    cmds.extend(witness_script_cmds) 

 

 


